Scientific Bulletin of Dnipropetrovsk State University of Internal Affairs. 2022. Special Issue Ne 1

participation in the upbringing of a child, the place of his residence, the appointment of alimony, the
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depriving parents of parental rights, etc.
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PROBLEMATIC ISSUES OF STAFFING CYBER TROOPS
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Enyapn Pmxxo. TIPOBJIEMHI IIMTAHHSI KAJPOBOI'O 3ABE3IIEYEHHA
KIBEPBIMCHK YKPATHA B YMOBAX BOEHHOI'O CTAHY. V CTaTTi po3riIsaHyTO HepenyMOBH
CTBOpeHH: KibepBilicbk MiHicTepcTBa 000pOoHU YKpaiHH, TIOSBU MIEPBHHHUX IPABOBHUX JOKYMEHTIB, IO
MMOBHHHI y MaOYTHROMY CIIPHSTH PO3POOII BiAMOBITHOTO 3aKOHY Ta IMiJ3aKOHHUX aKTiB 3 I[LOTO MUTAHHS.
HaromnomryeTtscst, 010 HasiBHICTB B Y KpaiHi CHCTEMHE Cy0’€KTiB 3aXHCTy KIOEPHETUIHOTO IPOCTOPY JIePKaBU
B YMOBaxX BOEHHOTO CTaHy Ta y OIVIAHIN MEPCIEKTHBI CyCiICTBa 3 POCIICEKHM arpecopoM HE MOXE B
MOBHIH Mipi 3a0€3MeYUTH BUKOHAHHS 30pOWHUMHU CHJIaMH YKpaiHHU X OCHOBHUX (DYHKIIH IIOTO 3aXUCTy
KpaiHu. ApryMeHTY€eThCsl HEOOXiIHICTh CTBOPEHHs KiOepBiliChbK B Jep)kaBi 3 OIJIAqy Ha iX MOTEHUiiHUA
(yHKIiOHa Ta HOT0 BiAMIHHICTB BiJl TOTO, 10 MPUTaMaHHUN BXKe iCHYIOUMM B YKpaiHi cy0’ekTam Kibep
3axucry. [lpuainsersest yBara MUTaHHAM MiZ00py KaapiB N0 MaiHOyTHiX KiGepBiliCbK. 3a3Ha4yaloThes iX
¢dbopMu Ta BUIM 3 OTJIALY Ha YKpAlHCHKI peasil Ta CTaH IPOMAASHCHKOTO CycHinbcTBa. [T03HAYAIOThHCS
icCHyIo4i B JepykaBi mpoOJeMH CIIiBOpall [IepKaBHUIIBKUX IHCTHTYLIH 3 Cy0 €KTaMH TPOMaIChKOi
iHIiaTHBY y cdepi 3axucTy Kibepmpocropy. HaBonsThes mpukiIamy MOTEHIIMHMUX Ta peanbHUX (akTiB
MOpYIIEHh 3aKOHONABCTBA 3 OOKy IIPaBOOXOPOHHMX OpTraHiB II0 BiJHOIICHHIO [0 TPEICTaBHUKIB
TpOMaJICHKOI Kibep CIiTBHOTH.

[poronyroThCst miaxoan 10 (GopMyBaHHS KaJpOBOTO pe3epBy KiOEepBIHCHK 3 ypaxyBaHHIM iX
cy0’ekTHOCTI. B mporeci DOCTIDKEHHST apryMEeHTYEThCsS TBEpXKEHHS PO Te, W0 PO3BHTOK BOEHHOL
curyanii B KpaiHi oOyMOBIIOE HEOOXIJHICTh BHECEHHS KOPEKTHB a0 IulaHy peanizauii Crparerii
kibepbesnekn Ykpaiuu, 3arBepmkeHoi y 2021 pori, 3 MeTor akTHBi3alii po3poOKH BiIIOBITHOTO
3aKOHOMPOEKTY 31 CTBOPEHHS KiOEPBIHCHK.

KoncraryeTscst, o BiICYTHICTD HAJIEKHOI TUHAMIKH y MIUTaHH] 3aKOHOTBOPYOCTI 3 I[bOTO ITUTaHHS
mo30aBisie 30poiiHi cuii Ykpainu MiHicTepcTBa 000pOHH CBOEYACHOTO CTBOPEHHS 1 HAJaHHS HUM JIi€BOTO
IHCTPYMEHTY MPOTHIiI BOPOTOBI 32 3aXHCTy KpaiHW. Y BHCHOBKY BHCIIOBIOIOTBCS IMPOMO3HUIII MO0
MOXJIMBUX IIXOMAIB Y KaApOBOMY 3a0e3leyeHHi KiOepBilicbk Ha MiArOTOBYOMY Ta IMMPOMDKHOMY eTarax
3aIyCKy LBOTO JIeP’KaBHUIIBKOTO iIHCTHTYTY.

Knrwouosi cnosa: Cmpameein ribepbesnexu, xibepsiiicoka Minicmepcmea oboponu Yxpainu,
Kaopose 3abesneuennss Kibepsilicbk, 3aKoHoOAsue 3abe3nedeHHs: KiOepsilicbK, CIGNpaysi OepiCa8HUX
opeanig 3 IT-ghaxisysmu.

Relevance of the study. Over the last 20 years of their existence in Ukraine, entities
providing cyber protection and countering illegal manifestations in the field of information
technologies have gone through various stages of development — from creation, filling with
personnel potential to certain achievements. And although the system of cyber entities has
acquired permanent features over the years, it did not meet the needs of our society in view of
the threats brought by russian military aggression. The main problem was the improper
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coordination of the actions of already existing subjects of combating cyber incidents in view of
the need for operational support of the main subject of state protection in the conditions of martial
law — the armed forces of Ukraine. The situation that developed at the beginning of 2022 made
it impossible for the armed forces of Ukraine to effectively implement operations against the
enemy using the cyber environment. Therefore, in conditions where objectively all signs point
to a real cyber war with the participation of Ukraine, there was a need to create such a new entity
as a cyber force in the structure of the armed forces of Ukraine with the subsequent need for their
personnel support.

Hostililies on the territory of Ukraine with the russian aggressor have been going on since
2014. However, in the issue of ensuring the security of the state’s cyberspace, appropriate
measures were taken rather slowly. That is why the full-scale invasion, which began after a series
of cyber attacks, was so unexpected for the state leadership and so effective for the enemy. The
effectiveness of domestic cyber defense actors at the beginning of this stage of hostilities left
much to be desired. The formation of a new state strategy of cyber defense, which provided for
the formation of cyber troops, on the eve of these events did not allow to fully resolve urgent
issues with the formation of their personnel potential. In addition, the interaction of the military
with existing subjects of cyber units would not allow to conduct defense cyber operations,
military computer intelligence, combat use of information systems, conducting information
operations in computer systems, or strategic information operations (which are not at all allow
the expansion of the range of subjects of interaction in view of the need to preserve state and
military secrets).

Therefore, in the conditions of martial law in Ukraine, there is an urgent need to find
effective approaches to the recruitment of cyber troops units and the earliest possible start of
their operation.

Recent publications review. The personnel policy of Ukraine regarding the training of
specialists for various subjects of cyber defense was formed with an inherent national feature,
which can be characterized as interdepartmental disparity and the absence of the necessary
comprehensive state approach. At the same time, the borrowing of international experience can
be characterized as having a fragmentary nature.

The issue of providing the personnel potential of domestic subjects of cyber units at
various times was investigated in their works by scientists: M. Butuzov, A. Volobuev,
V. Havlovskyi, V. Golubev, M. Gutsalyuk, K. Ismailov, V. Kudinov, M. Litvinov, O. Manzhai,
A. Marushchak, L. Palamarchuk, S. Pekarskyi, K. Titunina, V. Khakhanovskyi, V. Tsimbalyuk,
V. Chernei, S. Chernyavskyi, V. Shelomentsev and others.

However, the modern aspects of staffing cyber troops of Ukraine under martial law
remain unexplored. Also, taking into account the novelty of the issue, there is a lack of works
devoted to the formation of a personnel reserve and the strengthening of cyber protection and
cybercrime countermeasures existing in Ukraine by specialists in the field of information
technologies. All this determines the relevance of this article and determines its purpose.

The article’s objective. The article is devoted to the study of issues of staffing of the
cyber forces of Ukraine in the conditions of martial law and ways of solving problematic issues
related to them at the stage of formation of the legal field.

Discussion. Russia’s full-scale invasion of Ukraine was preceded by a series of global
cyberattacks on our cyber infrastructure. About 100 government and state information resources
and systems were attacked. In fact, we got a full-scale cyber war, which in the previous 8 years
had a preparatory period on the part of the aggressor and many cyber attacks in relation to our
country.

Anticipating such a scenario of development of events, certain measures were taken by
state leaders. Thus, during 2021, a number of regulatory acts were issued. Among them are
Decree of the President of Ukraine dated August 26, 2021 No. 446/2021 "On urgent measures
for state cyber defense” and Decree of the President of Ukraine dated August 26, 2021
No. 447/2021 "On the Cybersecurity Strategy of Ukraine™ [1, 2].

The specified normative acts introduced the creation of cyber troops in Ukraine. The
recruitment of specialists in the field of IT was started in various forms: from anonymous through
specialized chat-bots to centralized questionnaires with the formation of an appropriate database
of specialists [3]. Although cyber troops will be part of the Ministry of Defense after the adoption
of the relevant law, future cyber fighters are planned to be distributed among various structures
responsible for cyber security: Security Service of Ukraine, State Special Communications,
Cyber Police, National Security and Defense Council, National Bank of Ukraine, Ministry of
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Digital Transformation, Ministry of Defense, Armed Forces of Ukraine and intelligence.

It should be emphasized that among the main reasons that led to the implementation of
the initiative of specialists in the creation of cyber security in Ukraine is definitely the aggression
of the russians in cyberspace in relation to our country, as well as the gradual and steady
integration of the country into the alliance with NATO and the European Community. However,
it is appropriate to note that the creation of cyber troops in the state and ensuring their effective
functioning is not a matter of months, but of years. Yes, the United States Cyber Command or
USCYBERCOM was officially formed in 2009, and unofficially — at least 20-30 years ago. The
main tasks of USCYBERCOM are the centralized conduct of cyber warfare operations,
management and protection of US military computer networks [4]. That is, the preparatory
period for the official appearance took a period that Ukraine, taking into account the realities of
the military situation, cannot afford. Currently, the US has 9,000 cyber troops, the UK has about
2,000, and russia has about 1,000.

At the start, according to various assessments of experts, the quality of the domestic cyber
defense system during the war ranged from sufficient (in the eyes of government sector experts) to
unsatisfactory (in the opinion of independent experts). In these conditions, the message that the help
of IT specialists and the initiative implemented by the state would be extremely relevant is
unconditional. However, in fact, we have a situation in which only dozens of specialists out of
thousands who submitted questionnaires are involved in cooperation. The question arises why such a
situation has arisen? Why have extremely valuable specialists for the country been in the deaf
"reserve" for a year already, who cannot find a direct application to counter the enemy in cyberspace?
Or are there not enough curators from the representatives of the state sector at specialized entities, or
was the purpose of the questionnaire exactly the same as it was declared? There is a picture of
establishing cooperation with representatives of the population. By the end of 2022, the result is
minimal from possible.

Another problem became clear on the eve of a full-scale invasion. This is the opening of
criminal proceedings against the most qualified domestic IT specialists who offered their
services to the state in order to fight against scammers. After several attempts to establish
constructive interaction and join forces with the relevant state structures, they were at least
demoralized, and in fact neutralized in this direction [5]. A typical example of this is the
Ukrainian Cyber Alliance (UKA) [6]. One of the co-founders of the company stated that after
such actions on the part of the state authorities, the cyber alliance will not make any night calls
for help, there will be no publications, there will be no consultations day and night for various
state law enforcement agencies. Cooperation stopped [7]. Among the non-state entities that have
declared war on the russian authorities is also the international hacker network Anonymous [8].
Currently, it also operates independently, demonstrating its unconditional effectiveness in the
enemy’s cyberspace [9].

During the years of military confrontation with Russia, we have many shameful facts of
sabotage, collusion and treason on the part of representatives of various branches of the state
sector (the non-military surrender of Crimea, the llovai cauldron for volunteer battalions,
demining of passages to the Kherson region, storage of javelins in warehouses instead of the
front line in February, 2022, etc.), which will receive their legal assessment after victory [10].
As for the protection of representatives of the Ukrainian Cyber Alliance from criminal
prosecution, such attempts by representatives of the legislative authority have already taken place
[11]. In our opinion, the situation requires immediate measures of influence on the part of
international partners, who during the period of martial law actually ensure the existence of
Ukraine as a state with their help.

The reason is that the sphere of cyber defense of the state in Ukraine, due to its specificity,
is extremely conservative, closed and practically inaccessible for control by the domestic public.
Undoubtedly, one of the possible options for the cooperation of cyber specialists with law
enforcement structures can be implemented within the framework of confidentiality [12].
However, the specified examples so far testify to the opposite. In any case, the Ukrainian
experience shows that the state system and bureaucracy do not allow state structures to be as
mobile, operational and use social networks as patriotic hacker organizations [13, p. 120].

In the conditions of the continuation of military mobilization, a certain number of
specialists in the field of information technologies will enter the ranks of the armed forces of
Ukraine, for whom, in view of the state interest, the computer is a more rational weapon than
any other. The mechanism of identifying and attracting such specialists to cyber troops or its
reserve should work to prevent their possible loss on the battlefield.
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According to O. Reznikov, cyber troops cannot be staffed through military commissars.
Because they must have a high level of training and a high monetary maintenance, which
corresponds to the market salaries of IT specialists, plus a social package, in order to be willing
to serve in these troops. At the same time, he points out that Ukraine has a personnel reserve
from which cyber troops can be formed, but it is not possible to limit oneself only to active
military [14].

In our opinion, the above should be considered taking into account that the previous Cyber
Security Strategy of 2016 had a number of gaps, and only 40 % of its goals were implemented.
Therefore, corrections should be made to the Strategy Implementation Plan for 2021 based on
the results of the activities of cyberspace entities, taking into account our achievements and
experience gained even before the end of hostilities with the aggressor. Only then will Ukraine,
as one of the main subjects of modern cyber warfare, have a chance not only to form its cyber
armies, but also to become a trend of progressive changes in the formation of new international
structures of collective security, including in cyberspace.

Conclusions. Therefore, it should be stated that staffing the future units of the cyber forces of
the Ministry of Defense of Ukraine is one of the main components of the state’s security in the period
of military confrontation with the enemy, and the effectiveness of cyber forces is the key to victory
over the enemy in cyberspace. At this stage, efficiency should be realized through constructive
cooperation of law enforcement and military structures with the population — in our case, specialists
in the IT field. However, the pace of development of the national draft law on the creation of cyber
troops significantly lags behind the successes of the Armed Forces at the front, namely its adoption,
entry into force and further implementation of the provisions in practice risks taking place already
after Ukraine’s victory over racism. Therefore, in our opinion, in the absence of legal norms, within
the framework of which the Ukrainian cyber forces will eventually operate, at the current stage we
can only talk about the formation of a personnel reserve, which in turn should be temporarily attached
to the existing subjects of cyber defense of the state and go through their first stage of professional
development.
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ABSTRACT
The article examines the prerequisites for the creation of cyber troops of the Ministry of Defense
of Ukraine, the appearance of primary legal documents, which should in the future contribute to the
development of the appropriate law and by-laws on this issue. It is emphasized that the presence in Ukraine
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of a system of entities for the protection of the cyber space of the state in the conditions of martial law and
in the perspective of the neighborhood with the russian aggressor cannot fully ensure the fulfillment by the
armed forces of Ukraine of their main functions regarding the protection of the country. The need to create
cyber troops in the state is argued in view of their potential functionality and its difference from what is
inherent in cyber defense entities already existing in Ukraine.

Attention is paid to the issues of recruiting personnel for future cyber troops. Their forms and types
are noted in view of Ukrainian realities and the state of civil society. The problems of cooperation between
state institutions and subjects of public initiative in the field of cyberspace protection in the state are
indicated. Examples of potential and actual violations of legislation by law enforcement agencies in relation
to representatives of the public cyber community are given. Approaches to the formation of the personnel
reserve of cyber troops are proposed, taking into account their subjectivity. Signs of procrastination,
unprofessionalism, bureaucracy, sabotage and treason on the part of representatives of state bodies,
neutralization of efforts by representatives of the active cyber community, lack of proper consolidation of
efforts with all sectors of society in matters of state protection in the field of information technologies are
indicated.

In the course of the research, the statement that the development of the military situation in the
country necessitates the need to make adjustments to the implementation plan of the Cybersecurity Strategy
of Ukraine, approved in 2021, is argued in order to intensify the development of the corresponding draft
law on the creation of cyber troops. It is noted that the lack of appropriate dynamics in the issue of law-
making on this issue deprives the Armed Forces of Ukraine of the Ministry of Defense of the timely creation
and provision of an effective tool for countering the enemy for the protection of the country. Proposals are
made regarding possible approaches to the staffing of cyber troops at the preparatory and intermediate
stages of the launch of this state institute.

Keywords: Cyber Security Strategy, cyber army of the Ministry of Defense of Ukraine, personnel
support of cyber army, legislative support of cyber army, cooperation of state bodies with IT specialists.
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Pocrucias Mosmuanos. MYHILUTIAJIBHA BAPTA B YKPATHI: CYYACHUI CTAH TA
NEPCHEKTHUBMU AISIVIBHOCTI. V¥ crarTi focnimkeHo npodieMy QisiIbHOCTI MyHIIUIIAIBHOT BAPTH B
VYkpaiHi Ta BU3HAUEHO MEPCIEKTHBH ii MOJambInoi HisuTbHOCTI. HaronomeHo Ha TOMy, IO MOIIMPEHOIO
€BPOTIEHCHKOI0 TEHACHIIIEI0 CYYacHOCTI € AeUeHTpaji3amis Mojimii Ta peaiizamis NPUHIOWINY CHiJIBHOT
BiJITIOBiTaTBHOCTI 32 CTaH MyOIiuHOI O€3MeKH i MOPAIKY Ha TEPUTOPIl MOMIEHCHKOTO 00CITyrOBYBaHH,
0 € BTiUIEHHSAM 3aranbHoi mpakTuku Community policing”. Ocradnst ycmimHO iMIuieMeHTOBaHA y
TISUTBHICTB MOJIIIEHCHKUX CTPYKTYpP 0araTh0X PO3BHHYTHX KpaiH CBITY.

3pobneHo BHCHOBOK, IO Il mepenbadae [AeNETyBaHHS OKPEMHX MONINEHCHKUX (QyHKITIH
HEJIEP)KABHUM CTPYKTYpaM, LIO JO3BOJSIE IMEBHOI MIpOK pO3BaHTaXHMTU' JEpKaBHY MOMILIK0 Bif
pO3TIsIy i BHpILICHHS OPAMHAPHUX KOHQIIKTHUX CHUTYyallii Ta THIIOBUX MPABOIOPYIIEHb, LIO HE
BUPI3HSAIOTHCS BHCOKUM CTYNEHEM CyCHiibHOI HeOesmeku. J[ns migTpuMaHHs piBHS NPaBOMOPSIKY Ha
HaJIeKHOMY DiBHI MICIIEBUMHU OpraHaMH BiaJu B YKpaiHi CTBOPIOIOThCS NPHHIMIIOBO HOBI CTPYKTYpH,
HaJliJIeHI OKpEeMUMH TOJTeHiCbKUMHU (QyHKIISIMH — MyHIIIUITaNbHA BapTa.

OOrpyHTOBAHO, IO 30CEePEIKEHHS 3HAYHUX IOBHOBA)KEHB B MEXAaX OHI€T IHCTUTYIIT HAa TepUTOPIi
rpoMaJii MaTHMe HACJIAKOM MOCHJICHHS KOPYIIiHHNX PU3HUKIB Ta MOTCHUIHUX 37I0BXKUBAHb CIY>KOOBHUM
CTAQHOBHIIEM. A TOMY NPEpPOraTHBY MyHILIMITATBHOI BApTH Ha 311HCHEHHS! OXOPOHHOI AisTTBHOCTI JAOL{IBHO
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