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KIBEPBE3IIEKA B CYYHACHHUX YMOBAX 3POCTAHHS 3AT'PO3
HAIIOHAJIBHINA TA CBITOBII BE3IEII

3Bakaroud Ha YMOBH HassBHOI TCHICHIIT 3pOCTaHHS 3arpo3 HalliOHANBHIl Ta CBITOBIN Oe3merti,
aKIIEHTOBAHO Ha JOLUIBHOCTI M100aJbHOTO MOy Ha 3abe3nedeHHs KibepOesneku 1 0e31ekn KpUTHIHO
BOXJIMBUX 00’€KTIB Ta iHQpPAcTpyKTyp. 3AifiCHEHO aHaimi3 HpoOieMH MOOYZOBH CydYacHOi Mopelni
KibepOe3neKky, Mo MOBUHHA BifOOpakaTH OCHOBHI MPOIECH, KOTPi BiOYBArOTHCSA B KiOCPHETUYHOMY
mpoCcTOpi, 3 METOK omnTuMi3amii mporeciB 3axucty iH(opmamii. [[ns aHamizy KiTBKICHOI OIIHKH
KiOepHeTHYHOI Oe3lmeKkn BUKOpHCTaHO TioOanbHUi iHAekc kibepOesmeku Global Cybersecurity Index.
TlopiBHsIEHY OLIHKY piBHA KiOepOe3mekn YKpaiHU 3HiMICHEHO Ha PETiOHATBHOMY DiBHI 3 OTJSIIY Ha
CKJIaZIOBI KpHTepii. AHami3 AWHAMIKA OOCSTIB BUTpaT Ha TEXHOJOTii KibepOes3meku y CBiTi HO3BOJIUB
BCTAHOBHUTH OCHOBHI TCHJCHIIII Ta MPOTHO3U MIOOATBHMX BUTPAT HAa 3aXHCT BiJl KiOEP3JIIOYMHHOCTI.
BusHaueHO KITIOYOBI TPEHOM PO3BUTKY Traiy3i KiOepOe3mek i3 3a3HAuCHHSM HaOYTTS CEKTOPOM
KiOepOe3MeKH CTPaTEeriuHOrO MPIOPUTETY.

Knrouoei cnosa: xibepbesnexa, 3a2po3u, HayioHanvbHa He3neka, 3axucm iHgpopmayii.

IocTanoBka mpodsemun. B yMoBax 3arocTpeHHs TJI00adbHUX KOH(DIIKTIB Yy
Cy4acHOMY CBITH CITOCTEpIraeThCsl CTifiKa TEHICHINS 3pOCTaHHS 3arpo3 HAMiOHANBHIN Ta
cBiToBiif Oesmemi. [licms Ttepaktie 11 BepecHs 2001 p. Oyiao BH3HAYEHO MIOIUIBHICTH
rII00aNbHOTO TIOTJIANY Ha 3a0e3ledyeHHs Oe3NeKH KPUTHYHO BaXKIMBHX OO0’€KTIB Ta
iHppacTpykTyp. Ha cBiTOBOMY piBHI OKpeclieHI MHTaHHS Oy MOEJHAHI B €QHHY CHCTEMY
00poTEOM 3 TEpOpU3MOM Il MIrpamiiHO KpH30I0 ICIS TEPOPUCTHYHMX aTak 13—
14 nucromana 2015 p. y Iapwxi. IHTerpoBanmii miaxix mo npoGnemu O€3NeKH JO3BOJIMB
posmnoyaty (GopMyBaHHS TaKOi CHCTEMH Ha MIXXHAPOIHOMY DiBHI Mijl YaC €eKOHOMIYHOTO CaMiTy
G20 15 mucromana 2015 p. B AHKapi.

[TpoBeneHi gociikeHHs cydyacHUX npoteciB cBiToBoi riobaizauii [10] 3acBiguytoTh
(hopMyBaHHS 0araToMOIAPHOT MOJEI CBITY, Y MEXax SIKOi 3 SBJISIOTHCS HOBI IIEHTPH CHJIH 3
PI3HUMH MOJIITHYHUMHE Ta EKOHOMIYHAMH iHTepecaMu. BHACTiIOK AHHAMIYHOTO PO3BHUTKY ITUX
MPOIIECIB TIOCHITIOEThCS HECTaOUTBHICTE Ha MDKHAPOJAHOMY piBHI Ta BHHHKAIOTH 30pOHHI
KOH(IIKTH.

3a ocTaHHI POKH CIIOCTEpIra€Thbesl JUHAMIUHE 3pOCTaHHS KibepaTrak Ha aepikaBHI
opranu, 000pOHO-IIPOMHCIIOBHI KOMILIEKC, 00’ €KTH KpUTHYHOI iHppacTpykTypH, IT-Mepexi
Ta 3acobu MacoBoi iHdopmaii, 110, 6e3yMOBHO, HEraTUBHO BIUIMBAE HA PiBEHb HalliOHAIBHOI
Oesmexn Hamoi nepxaBd. IlpoBenmermit MoHiTOpHHT peanmizamii Crparterii HarioHaIbHOI
0e3MneKkn JT03BOJISIE Bi3HAYUTH 3HAYHE 3POCTAHHsS IHTEHCUBHOCTI KiOEpHETHYHHX aTak, M0
CIpsMOBaHI Ha iH(OpPMAIifHO-TeIeKOMYHIKalliiHy iHPpacTpykTypy B YKpaii. 30Kkpema,
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BIZNOBITHO 10 NPOBEAEHHUX PO3CIilyBaHb 3a3Ha4eHO [26], mo Oyio 3AificHeHO He MeHIIe 5
THC. KibepaTak NpOTH OpraHiB JEep)KaBHOI BIaJM Ta KPUTHYHO BAXIMBOI 1H(PACTPYKTYpH
Hamoi kpainu. 14 ciuns 2022 p. maibke 70 yKpalHCBKHX YpS/IOBHX CalTIB, 30KpeMa
MiHicTepcTBa 3aKOpJOHHUX cnpaB Ykpainu, Kabinery MinictpiB Ykpainu Ta PHBO Ykpaiun,
OynM TIMYacOBO 3iIICOBaHi pOCiiicbKIMH Xakepamu [7].

Crizx 3a3HaYUTH, 10, HE3BAKAIOYH HA CKIAIHY ITOJIITHYHY Ta €KOHOMIUHY CHTYaIlilo,
VYkpaina 3Moria 3m700yTH TiepeBary y TPOTHCTOSHHI 3HAa4YHIM KimbKocTi Kibeparak Ta
iHpopmaniiHiit arpecii. 30kpeMa, 3a mepiof i3 ciunsg mo gepsHA 2023 p. Oymo BigOuto 762
KibepaTaky Ha 00 €KTH KpUTHYHOI iHPpacTPpyKTypH Ta chepu Oi3Hecy Hamoi kpainu [7].

3 ormamy Ha HasBHI TEHIEHINI 3pocTaHHA KibepaTrak 3a3HA4MMoO, IO TpodieMa
3a0e3neueHHs iHpopMauiliHOT Oe3neku, kibepOe3neku Ta 3axucTy iHGOpMaUiiiHUX pecypciB
BU3HAYAETHCS SIK NPIOpUTETHA Y cepi AepkaBHOT MOTITUKY HallIOHAIBHOT Oe3neKH Y KpaiHH.

AHaniz my6aikaniii, B fAKHX 3al0YaTKOBAHO BHpilIeHHs uiei npodiemu.
Bupimenns npo6iemu 3abe3neyeHHs KidepOe3neku Ta iHhpopManiitHoi Oe3neku cydacHi BYEH1
Ta TPaKTHKU IOB’S3YIOTh 13 PO3KPUTTSM IPHUPOAM SBHUINA, IO MOJArac y MOPYLIEHHI
BJIaCTUBOCTEH iH(pOpMaIii, Ta pO3pOOKOI0 MPAKTUIHUX METOIIB, MOJIENICH Ta CHCTEM 3aXHUCTYy
iH(pOopMarii.

CyuacHi BUEHI aKIIEHTYIOTh HaBaXJIMBOCTI MOOYIOBU CydacHOI MOZeTi KibepOesmeku,
0 TOBHWHHA BiMOOpa)KaTH OCHOBHI IIPOLECH, KOTpi BinOyBaroTbCI B KiOEpPHETHYHOMY
MPOCTOpi, 3 METOI ONTHMIi3allii mporeciB 3axucty iHpopmamii. 3okpema, C. ['omoBassb,
O. l'omy6enko, A. Kapmos, 1. Onipcrkuii, O. ITerpos, M. ITonosa, B. Xopomiko, 0. Apemuyk
NPOIMOHYIOTh MPEACTABUTH TaKi NPOLECH Y 3arajJbHOMY BHUIJISAIl K TPOLECH PO3MOALTYy 1
BHUKOPHUCTAHHS PECYPCiB, IO BUALIAIOTHCS Ha 3axKCT iH(opmariii [4; 8; 11].

Cy4acHUMH BYEHMMH pO3pPOOJICHO YHCJICHHY KUIBKICTH MOJENel Ta 3 MEeTol
YIOPSIKYBaHHS IXHBOI PO3MAiTOCTI 3alpOIIOHOBAHO BHUKOPHCTaHHS PI3HUX KPHUTEPIiB.
3okpema, Mozeni KinacudikyroTh 3a criocobamu peaizaiii, 3a XxapakTepoM MPOLECIB y CUCTEMI,
3a XapakTepoM IIiIXOY J0 MOJCIIOBaHHS 00’€KTa, 32 MPU3HAYCHHSIM 00 €KTIB TOCIIIKCHHS,
32 XapaKTEPUCTHKAaMH JOCIIUKYBAaHOTO 00’€KTa TOIIO. 3 METOK NPOBEACHHS CHCTEMHOI
kinacudikamnii Mmonerneit I. OmipcekuM OyIo 3amporoOHOBaHO CIPOIIEHY Kiacu(ikamito Moenei
3axucty iHdopmarii [8].

IIpu po3pobmi Mopeneit iHdopMariiftHOT Oe3MeKH BYCHI BHUKOPHUCTOBYIOTH Pi3HI
HaykoBi migxonau. 3okpema, J[. JIg4ukoB posrismae (GopMyBaHHA CTPYKTYpHOI MOJeNi
iHpopMaiiHOT Oe3reKr Ha MiAIPYHTI BUKOPUCTAHHS IMOJIOXKEHb KOMIUIEKCHOTO miaxony [5].
O. bananaesa ta A. KouykoBa MpomnoHyOTh (QYHKIIIOHAIBHY MOJETh KOMILJIEKCHOT CHCTEMHU
3axucty iHpopmauii [2]. [leski BuYeHi MPOMOHYIOTh MHPEACTABUTH KOMIUIEKCHY CHUCTEMY
3axMcTy iHGoOpMalii y BHIUISAI Opi€HTOBaHOrO rpada, Je BeplIMHaM BiJIOBIAIOTH
KOMITOHEHTH 00’€KTa KPUTHYHOI 1H(GPacTpyKTypH, a pedpam — iH(pOpMaIiifHI MOTOKH MiX
umu 06’ ektamu [11].

3 MeTor MpOBEACHHS IPYHTOBHHUX IOCIIKCHb MPOIECIB 3axHCTy iH(OpMAIli Ta
OTpUMaHHS HEOOXiTHOTO piBHA JeTamizamii ¥ po3poOKH 3axomiB 13 3abe3redeHHs
iHpopMamiiHOi Oe3NeKH BUYCHI NPUAUIIIOTH OCOONMBY YBary IHTaHHSIM MOJICITIOBAHHS.
30KkpemMa, AIsI MOJICNIOBAHHS KOMIUIEKCHOI CHCTEMM 3aXMCTy iH(pOpMamii 3 TOYKH 30py
nortogHoro omucy mnpomeciB C. Uepemumx, [. CemeHoB Ta B. PyukiH npomoHyOTH
BUKOpUCTOBYBaTH Metojoiorito IDEF — texnomorito ommcy 06i3Hec-TIpoIeciB y LIIOMY SK
MHOXKMHH B3a€EMO3aJIOKHUX Aid abo QyHkuii [14]. 3 orjsiny Ha NpakTUYHUE AOCBIJ y Wik
rajgysi BBaXXaeMO 3a JOLIJIbHE BHKOPHCTOBYBATH aHAJITHYHI TEXHOJOTI] Ta MaThopMu Uis
TIPOBEICHHSI MOJICITIOBAHHS CKIIAIHIX iH(popMariitHux mporecis [10; 9; 19].

B ymoBax BemeHHA NMPOTH YKpaiHW TiOpHIHOI BIHHM CIIOCTEPIraeThbes TEHIACHIIIS
3pOCTaHHsS 3arpo3 Ta KidepaTak i3 MOIIKO/DKEHHSM O0’€KTiB KPUTHYHOI iHPPACTPYKTYpH.
Crparerielo HamioHaJNBHOI Oe3Mekn YKpaiHM BH3HAYECHO IEpesIiK 3arpo3 Oesmeni KpUTHIHOI
iHppacTPyKTypH, KOTpi HacamIiepej IOJISTaloTh y 3HA4YHIH 3HOMIEHOCTI OCHOBHUX (OHIIB
o0’extiB iH(pacTpykrypn VYxpaimm [13]. Kpim Ttoro, Oymo 3po0ieHO akumeHT Ha
HEJIOCTaTHHOMY PiBHI 3aXMIIEHOCTI KPUTUYHOT iHPPACTPYKTYpH Bijl TEPOPUCTHUHUX MOCATAHb
1 AMBepciii, a TakoXX Ha Hee()eKTUBHOMY YIIPaBJIiHHI 0€3NeKOI0 KpUTHYHOT iH(pacTpyKTypH Ta
CHCTEM JKUTTe3a0e3NeYeHHSI.

Tomy mnpobnema 3abe3nedeHHs KiOEPHETUYHOTO 3aXUCTy B YMOBax CTIHKOTO
3pOCTaHHsS 3arpo3 HAI[lOHAIBHIN Ta CBiTOBIM Oe3meni mMOTpeOye MPOBEACHHS IOANBIINX
IOCIHIIKEHD.

Merta cTatrTi moysAirae B AOCITIIKEHI Cyd4acHOTO CTaHy 3a0e3nedeHHs KibepOe3neKu B
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YMOBax 3aroCTpeHHs HecTaOUIBHOCTI Ha MIDKHAPOJAHOMY pIBHI Ta 3pOCTaHHS 3arpos
HaLlOHAJbLHIH 1 cBITOBIN Oe3mer.

Buxknanx ocnoBHoro marepiany. 3a0e3neueHHs KibepOe3neku Ta 3axucty iHpopmarii
Ma€ 3IifCHIOBATUCS Yy HampsMi BHUPIMIEHHS TPhOX  B3a€MOIOB’SI3aHUX  3aBIaHb:
KOH(]iIeHIIHOCTI, [iNICHOCTI Ta moctymHOCTI [1; 6; 12]. 30kpema, 3 OTJIsITy Ha TPH OCHOBHI
CKJIagoBi iH(opMaIiiiHy Oe3meKy BH3HAYCHO y MiKHAPOJHOMY CTAaHIAPTI SK «30epekeHHs
KOH(]IIEHIIIHOCTI, IITICHOCTI Ta JOCTYIMHOCTI iHpOopMaIii».

BakaeTtbcs, mo mpobiaeMa KOMIT I0TEpHOTO 3aXHUCTy Oepe cBiif moyatok y 1970-Ti pp.
[25]. IcTopist kibepOesmekn mounHAETHCA 3 1972 p., KOMHM CTapTyBaB IOCIITHUIBKAN MPOEKT
ARPANET (mepexa areHTCTBa MEpPCHEKTHBHHUX IOCHIAHHUX TIIPOEKTIB), mO OyB MO CyTi
nonepenaukoM IaTepreTy [3]. ¥V Mepexi ARPANET Bheprie 3’SBHIHCS TPOTOKOJH IS
BiJTasieHnX KOMIT'I0TepHHX Mepex. Omxke, iHpopmamiliHa Oe3neka CrpsMOBaHa Ha 3aXHUCT
JAaHUX HE3aJIe)KHO B Micls 3HaXo/pKeHHs iH(popmauii abo 3aco0y ii BUKOpUCTaHHS, a
KibepOe3rneka Mae 3a0e3leuyBaTH 3aXHMCHI MEXaHI3MU caMe B KiOGPHETHYHOMY MPOCTOPI.
Takum uymHOM, mix KiGepOesnmekolo OyaeMO pO3yMiTH Ipomec 3axucty iHpopmamii B
KibeprpocTopi, TOOTO y BipTyallbHIH peasbHOCTI, IO ICHYE SIK «BCEPEINHI» KOMIT IOTEpPiB, TaK
1 «BCepeInHI» KOMIT FOTePHHX MEPEeX.

3BepHEMO yBary Ha Te, II0 Ha Cy4acHOMY eTalli PO3BUTKY KiOep3JIOYHMHHICTH €
KIIFOYOBOIO  3arpo300 CBITOBilf ekoHoMimi. [Ipo BakiIHMBiCTE NHTaHb, NOB’S3aHUX 13
KiOep3aXUCTOM, CBITYUTH T€, IO BOHHM HOCTilHO BUXOAATh Ha MOPSIOK JCHHUH Ha
MDKHapOZHUX 3ycTpidax «Bemmkoi pBammarkm» Tta Ha wMaimanunky OOH. Minictpu
TeNIEKOMYHIKalii Ta iHpopMaiiHUX TEXHOJOTIH PI3HUX KpaiH TAK0XX 0OrOBOPIOIOTH MUTAHHS
[bOr0 HAaNpsMy, OCKUIbKM BOHH 0€3M0CEPEJHbO TOPKAIOTHCS EJIEMEHTIB YIPaBIiHHS
KPUTHYHOIO 1HppacTpyKTypoio [HTepHeTy.

3 MeTOoI KUIBKICHOI OI[HKM KiOepHeTH4HOi Oe3NeKH BUKOPHCTOBYIOTHCS
3araJbHOBHM3HaHI pelTHHrH, 30kpeMa: Global Cybersecurity Index (GCI) — riobansHuii iHIEKC
kibepbesneku [20], National Cyber Security Index (NCSI) — nHamioHansHHMH iHIOEKC
kibepbesneku [16], National Cyber Power Index (NCPl) — HaumioHanpHHMH iHIEKC
kibeproty)kHocTi [23] Ta Cyber Readiness Index (CRI) — HamioHampHHI 1HIOEKC
kibeproroBHocTi [15].

Exciepru  Mixnaponauoi  cminku  enektpo3s’ssky  OOH  (International
Telecommunication Union) mopoky ckiIagaroTh PEeHTHHT KpaiH 3a piBHeM KibepOesmeku.
Iepmia penakiis riaobansHoOro iHAEkCy Kibepoesneku (GCI) Oyna omyomikoBana y 2015 p. 3
METOK  BHMIpIOBaHHS  TNpuxWwibHOCTI 193  nepkaB-wieHiB  MiDKHApOAHOI  CIIIKK
enektpo3B’si3ky (MCE) mo kibepOe3meku 3aas BH3HAYCHHS Taiy3i Ui MOKPALICHHS Ta
CIIOHYKaHHSl KpaiH /0 BIANOBIAHMX [ifi LUIIXOM MiJBUIIEHHS OO0I3HAHOCTI MPO CTaH
KibepOe3IeKH B yChOMY CBITI.

Harionaneuuii ingexc kidepoesmexu (NCSI) — 1e riobanbHul iHAEKC, 110 T03BOJISIE B
PEXUMI pearbHOTO Yacy 3IIHCHIOBATH BHMIpPIOBAaHHS TOTOBHOCTI KpaiH MIOJO 3amoOiraHHS
Kibep3arpo3am Ta ympaBiiHHS KiOepiHnumaeHTamu. Lled iHIeKc, Ha BiIMIHY BiJ HOMEpEIHBO
PO3IIIIHYTOro, C(OKYCOBAHUI Ha OKPEMHUX acHeKTax KibepOe3meKkH, KOTpi 3alpoBaKyIOThCS
ypsiiaMu KpaiH Ha HalliOHAaJbHHUX PIBHAX 32 TAKUMH YOTHPMA HalpsiMaMu — cpepa YHHHOTO
3aKOHOJABCTBa, cpepa chopMOBaHUX IHCTUTYLIH, chepa criBmpari Ta cepa pe3yabTaTiB.

BukopucranHs HamioHanpHOTO iHIEKCY KiOeprnoryxuocti (NCPI) nmosBomse
BUMIPIOBATH JI€pPKaBHI CTparerii, MOXIMUBOCTI JUisi O0OPDOHHHMX 1 pyHHIBHHX OIepalii,
PO3MOIia peCypCiB Ta MOKJIMBOCTI MPUBATHOTO cekTopa B Kpaiui [27]. Peiitunr National
Cyber Power Index 2022 6yB cknamenuii st 30 qepxas, 3a pe3yabTaTaMu SKOTO Y KpaiHa
mocimae 26 wicme 3a 3aralbHUMH OIIIHKAMHU: 3 HaWBHINMMHU —3axUCTy, Hamanmy i
MOXJIUBOCTEH CIIOCTEPEIKEHHS 1 HIKYMMH — IIIOJ0 HOPM, iHTEJIEKTY, KOMEpIlii, KOHTPOJIIO
iHdopmarii [21].

3a pesyibTaTaMy PEHTHHTY 3 BUKOPHCTaHHSM TIOOAIHLHOTO iHJAEKCY KibepOesnexu
(GCI) Global Cybersecurity Index 2020 [17] mepuie wmicue mocinu Cnonyueni Ilrtatu
Awmepuku 3 iHnexkcom 100 Gami. [pyre micue noainsiiors BemukoOpuranis ta CayniBcbka
Apasgis 3 ingekcom 99,54. Ha tpersomy micui — Ecronis 3 ingekcom 99,48. Ykpaina 3aiimae 78
Miciie 3 mokasHUKOM 65,93 Oamm 3i 194 y4yacHWKIB OLIHIOBaHHs. |HIEKCH OKpeMHX KpaiH
HajaHo y tabur. 1 [17].
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Tabnuys 1
PeiiTunr kpain 3a piBHeM kifepOe3nexku

Kpainu Innexc Panr

CHIA 100 1
Bemukobpuranis 99,54 2
CaypniBcbka Apasist 99,54 2
EctoHis 99,48 3
Iisxenna Kopes 98,52 4
Cinramyp 98,52 4
Icnanis 98,52 4
Pocis 98,06 5
OAE 98,06 5
Manaiizis 98,06 5
Bourapis 67,38 77
VYkpaina 65,93 78
ITakucran 64,88 79
€MeH 0 182

I'moGamenmit iHnekc kibepoesneku (GCI) [17; 20] no3Bossie 3MIHCHATH KOMIUIEKCHY
OLIIHKY KiOepOe3mneku BCix KpaiH CBITY 3a I1’sITbMa CKJIaJJOBUMH KPUTEPIsIMU:

— ropunuunuM (Legal Measures) — HasiBHICTb NPaBOBUX CHUCTEM 1 CTPYKTYp, LIO
3aliMalOThCS MUTAHHAMH KiOepOe3neku Ta Kibep3JI0YHHiB;

— texHiunuM (Technical Measures) — TexXHIYHI MOXKIMBOCTI y cepi KibepOe3nexu;

— opranizaniiHoi miarotosneHocti (Organizational Measures) — icHyBaHHs
IHCTHUTYTIB KOOPAWHAMIT MOJITHKH Ta CTPATETii PO3BUTKY KiOepOe3neKu Ha Aep:KaBHOMY PiBHI;

— PO3BHUTKY OCBITHBOTO Ta MJOCIHITHUIBKOTO TMOTeHmiany kpaiau (Capacity
Development) — HasiBHICT HAYKOBO-AOCIIIHMX, OCBITHIX Ta MiATOTOBYMX MPOTPaM, a TAKOXK
cepTudikoBannx (HaxiBIiB Ta AeP>KYCTaHOB, IO CIPHUIIOTH HAPOIIYBAaHHIO IMMOTEHITIAY Y cdepi
iH(pOopMamiiHOT Oe3MeKw;

— rotoBHocTi jgo cmiBmpani (Cooperative Measures) — HasBHICTH IapTHEPCTBA,
MeXaHi3MiB CMiBpOOITHHUITBA Ta CHCTEM O0MiHY iH(OpMalli€to 3 IHITUMU KpaiHaMu.

VY perioHanbHOMY peHTHHTY (cepen kpaiH €BpomM) 3 BUKOPHUCTAHHAM INIOOAITBHOTO
iHgeKcy KibepOesneku YkpaiiHa nocina 39 wmicie (3-momixk 42 kpain €sponu) [17]. Ha puc. 1
NpPEeICTaBUMO y TpadidyHOMY BUIIISAI OLIHKY piBHs KiOepOe3neku 3 ypaxyBaHHSIM I1’SITH
KpuTepiiB [uisi YKpalHH Ta MOPIBHAEMO 31 CKIIQJIOBUMH iHIIEKCY KibepOe3neKku CyCiHIX KpaiH,
30kpema Mounjosy, [Tonbui, Pymysii Ta Yexii.

Legal Measures

—l- Ukraine
. ] — Poland
Cooperative Technical )
Measures Measures Romania
—&— Moldova

,,,,,,,,,,,,, Czech Republic

Capacity Organizational
Develonment Measlires

Puc. 1. I'padivna iHTEpIIpeTaILlis OIIHKH KiOepOe3neKkn 3 ypaxyBaHHIM
I’ SITH CKJIaJIOBUX KPUTEPITB III00AIBHOTO iHIACKCY
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AHaii3 3a KUJIBKICHUMU IIOKa3HMKaMH 3 BUKOPHCTaHHSIM CKJIAJOBHX KpHUTEpIiB
rI00aJIbHOTO 1HIEKCY KibepOes3neku NO03BOJISiE 3a3HAaYMTH, IO 32 KPUTEPiEM OpraHizamiiHoi
miaroropneHocTi  (Organizational Measures) mokasuuk Ykpaiau (13,6) mepepuirye
aHajoriyHuil mokasHuk PymyHii (6,42). [lo3uTHBHY cuTyamlil0 MOXHa criocrepiratu # 3a
MOKAa3HUKOM PO3BUTKY OCBITHBOTO Ta MJOCHIJHHIBKOTO TNOTeHmiany Kpainm (Capacity
Development) — mokasuuk Ykpaiau (10,94) nepesumnye ananoriuumii mokasauk Yexii (9,14).
3a BciMa IHIIMMH TOKAa3HWKAMH CIIOCTEPIraeThCs BiICTABaHHS BiJ aHAJIOTIYHHAX MOKA3HHKIB
CyCIITHIX KpaiH.

3abe3medeHHs] BHUCOKOTO pIiBHSA KiOCPHETHYHOTO 3aXHCTy INOTpedye BiATIOBITHUX
(hiHAaHCOBUX peCcypciB Ta BIPOBA/KCHHS IHBECTHIIHHUX TPOEKTIB. Y CBITOBOMY MacmTadi
CIIOCTEpIraeTbesi MOCTiHHE 30UIbIIeHHS OOCSriB BUTpAaT Ha TexXHOJOTil KibepOesmeku.
Junamiky BUTparT 3a aHaNITHYHUMH JaHuMmu kommnadii Canalys [19] Hamano Ha puc. 2.
[IpencraBneni cymapHi 3Ha4€HHsS BUTpaT C()OPMOBaHI 3 ypaxyBaHHSIM IOKa3HHKIB 13 LIECTH
KIIFOUOBUX CerMeHTIB puHKY IT-TeXHOMOriH, SK-0T: 3aco0u 3a0e3neueHHsT OC3MeKH KiHIICBUX
€JIEMEHTIB (TOYOK); IHCTPYMEHTH MEPEIKHOTO 3aXHCTY; MPOrpaMHe 3a0e3IeeHHs JUIsl MOUTYKY
Ta aHaNi3y Bpa3JMBOCTEH; BeOOe3meka Ta 3aXWCT ENEKTPOHHOI MOIITH; Oe3leka NaHuX Ta
CHUCTEMH KePYBaHHS JOCTYIIOM JI0 iICHTU(IKAIIIHHAX TaHHX.
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Puc. 2. JIlnnamika 00cATiB BUTpAT HA TEXHOJOTII KibepOe3neKu y CBiTi

Amnanituku xomnanii Kaspersky mpoBenmu TOCHI/PKEHHS 32 TEMAaTUYHHM HarpsMOM
«lndopmarniiina Ge3rneka OGi3HECY» 3 METOIO 3’CYBaHHS BUTpAT KOMIAHIM Ha KiOep3axucT i3
(hopMyBaHHSIM MPOTHO3IB IIMX BUTPAT Ha MaiiOyTHE. Po3risgarouu pi3Hi perioHH, 3a3HAYUMO,
IO BUTPATH Ha Kibep3axucT Tex € pisaumu. Hampuknax, y CHIA ta Kanani y HeBenmkux
opraHizamisx y 2022 p. BETpaTH CTaHOBHWIHN y cepemHboMy 350 THC. IOJI. TpU 3aralbHOMY
Oromxkeri Ha po3BuTok IT 750 THC. MoMN., Yy BENMMKHX KOMmaHisx — 3,750 MiH mon. mpu
3arapHOMYy Oroypketi 17,25 w™un mon. Illopiuni 30inblueHHS BUTpaT Ha KiOep3axuct
IUIAHYIOTBCS y cepennbomy Ha 13—14%.

Y perioni META (bmmpkuit Cxin, Adpuka Ta TypeuunmHa) y HEBEITHKHX
opranizauisx y 2022 p. 6romxer Ha IT-po3BuTok ckna 375 Tuc. moi., a Ha Kidep3axuct — 150
THC. JIOJ., Y BEJHMKHX KOMIIAHIsX, BiAmoBimHo, Oromker — 18,5 muH mon., kibep3axwmer —
7,5 muH gon. oo rutaHyBaHHS BUTpAT Ha HACTYITHI MEPion: Majli Ta CEpeIHi MiIpPHEMCTBA
TUIAHYIOTh 1X 301JbLIeHH Ha piBHi 15 %, a Benuki kommnanii — 18 %.

Amnanituku iHBectuniiHoro mnpoekty First Trust NASDAQ Cybersecurity ETF
(NASDAQ: CIBR) npornosytots, 1mo 1o 2025 p. riao6anbHi BUTpaTH Bif KiOEp3JIOYHMHHOCTI
nocsiruyth 10,5 tpiu gon. CIIA [7].

3a pe3yabpTaTaMy NPOTHO3YBaHHS IPOBIAHOTO €KCHEPTa 3 TEXHOJIOTIYHUX PHHKIB Y
MesKax MpoBeeHOro nociipkeHHs Juniper Research Oyno BusiBieno, mo no 2028 p. BuTpatu
Ha KibepOe3neKky MPOMHCIIOBHX KIHIEBHX TOYOK JOCsArHyTh 7,8 mapa mon. CHIA [7]. o
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OCHOBHHMX MpPUYMH TAKOrO 30UTBLICHHS CIiA BIAHECTH TaKi, SK: IiJBUINCHHS CKJIaJHOCTI
IT-indpactpykTypyt KoMmmaHii, HEOOXiJHICTH pPO3MIMPEHHS KOMIIETEHWIH QaxiBuiB i3
KibepOe3neKkH Ta MosiBa HOBUX 3arpo3 1 pU3HKIB Yy 3B’ A3KY 3 F€ONONITHYHUMH (pakTopaMu.
3-noMi’xk OCHOBHHX mpoOieM kibepOesneku A Gi3HECY HOLIJIBHO 3a3HAYUTH TaKi:
3aXHUCT NAaHUX; BUTPATH HA 3a0e3redeHHs Oe3MeKH (3 TEXHOJOTIYHOI TOYKH 30PY) CepeIOBHIL;
po0JIeMH, [0 BUHUKAIOTH Y 3B’ 3Ky 13 3aIIPOBaKCHHSIM XMapHOI iHPpacTpyKTypH.

@axiBri 0araThoX MPOBIAHMX KOMIIAHIA y raimy3i Kibep3axucTy NI BHCHOBKY: IS
TOrO, OO PH3MKH KibepaTak i BUTOKIB JaHHX OyIM MaKCHMAaIbHO HU3BKUMH, a €(pEKTHBHICTH
BKJIaJICHUX y KibepOe3neKy iHBeCTHII — MaKCHMaJIbHO BHCOKHMH, HEOOXiTHO BHUKOPHUCTOBYBAaTH
HaJIWHAN 3aXUCT T KiHIIEBUX TPHCTPOIB i3 MOMIIMBOCTSIMHA ACTEKTYBAHHS 3arP03 i CBOEYACHOTO
pearyBaHHS Ha HHX. 3 OISy Ha JOCIiKEHHS y cepi 6e3neky, mo Oyno npoBeneHo (axiBLsIMu
komranii Hikvision, I0IiIbHO BUOKPEMHUTH Taki KI040Bi TpeHau [16]:

— JMHAMIYHAH PO3BUTOK INTYYHOIO IHTENEKTY 3 MOCTYHNOBUM IIO€JHAHHAM
IHTepHeTy peuelt Ta ITYYHOTO IHTEJIEKTY;

— PO3BUTOK XMapHUX TEXHOJIOTIH Ta MOCIYr, 3aMiHa TPaJULIHHUX CXOBHMII JaHUX
KOHBEPTCHTHUMH CHCTEMaMH;

— PO3BUTOK Ta IOUIMPEHHS 010METPUYHUX TEXHOJIOTiH KOHTPOIIO AOCTYITY;

— 3ampoBaKCHHS B CHCcTeMax Oe3neku Mozenei tumy Zero Trust (Momerni Hynb0BO1
JOBIpH: MiHIMYM JOBipH, MAKCUMYM TIEPEBIPOK).

Takox MOXHa 04YiKyBaTH 3pOCTaHHS MOMHUTY Ha JETalli3alIliio 300paXeHHs y CKIaIHNX
yMOBax poOOTH cHcTeM Oe3NEKH, a TaKOX Ha NMPHUCTPOi OE3MEKH, IO OCHAINICHI COHTYHUMHU
Gatapesmu, TOIIO.

TakuM YWHOM, 3a pe3yidbTaTaMH IPOBEICHOrO MOCIIJDKEHHS CIIiJi KOHCTaTyBaTH
HAasBHICTh 3HAYHOTO MMONUTY Ha eEeKTUBHI pillleHHs 3 KibepOe3neku. Came TOMY KOMIaHii, 10
MPAIIOIOTh Y CEKTOPI KiOep3axXucTy, MalOTh pealibHI MOXIIHUBOCTI JJIi OTPUMAHHS BUTOJM 32
pe3yJbTaTaMH BIPOBAPKEHHS IHBECTHLIITHUX MPOEKTIB. 30KpeMa, IPYHTYIOUHCh Ha MPOrHO3aX
moao 3poctaHHs 10 2028 p. puHKY XMapHHX TEXHOJOTiH Ta Oe3neku [aTepHery peueit (IoT)
10 23 %, a TaKoXX CepeIHbOPIYHOTO 3POCTAHHA PHHKY LITYYHOTO iHTENeKTy 10 22 %, mo B
I[IHOBOMY C€KBIBaJICHTI OWIHIOEThCS MpHOMM3HO Ha piBHI 63 mpn monm. CIHA ([7], cmig
3BEpPHYTHU yBary Ha BUKOPHCTaHHS PEalbHUX MOXIIMBOCTEH y IIbOMY HampsMi Uil IPUBAaTHUX
IHBECTODIB.

Cepenl TPOBITHUX IMOCTAYaNbHHUKIB IHCTPYMEHTIB KiOepOe3lmekn 3 IXHEI0 HOJEI0
BUTPAT Ha PUHKY MO>KHAa BUOKPEMUTH TakKi KoMnaHii (Tadm. 2).

Tabauys 2

IpoBigHi mocTayanbHUKH iHCTPYMeHTIB Ki0epOe3neKku HA CBITOBOMY PUHKY

Ne Hoxs Hé‘ Ha3Ba xomnanii Mocuaanns
pUHKY, %

1. 7,9 Palo Alto Networks https://www.paloaltonetworks.com/

2. 6,8 Fortinet https://www.fortinet.com/

3. 6,1 Cisco https://www.cisco.com/

4. 3,8 Check Point https://www.checkpoint.com/

5. 3,2 CrowdStrike https://www.crowdstrike.com/

6. 3,1 IBM https://www.ibm.com/us-en

7. 3,0 Okta https://www.okta.com/uk/

8. 2,9 Microsoft https://www.microsoft.com/uk-ua

9. 2,9 Trellix https://www.trellix.com/en-us

10. 26 Symantec htt_ps://wwvy.broadcom.com/products/cybersec

urity/endpoint

11. 2,4 Splunk https://www.splunk.com/

12. 2,3 Trend Micro https://www.trendmicro.com/

13. 52,9 I

Bonnouac B iH(opManiiiHO-aHATITHYHOMY JalKECTI 3a3HA4YeHO, IO aKTyaJbHOIO
Temoto npotsiroM 2024 p. 3anmumaetsest AeiuuT GaxiBiiB i3 HaBUYKaMH, HEOOXITHUMHM JUIs
3axUcTy opraizamiii Bim kibeparax [7]. Ilpo 306imbmeHHS nedimuty KaapiB y cdepi
kibepbe3nekn B yciX perioHax CBiTy 3acBiIUyIOTh pe3ysbraTd nociimkenHs Cybersecurity
Workforce Study. 3pocrae monut Ha po3poOKy Ta BIPOBAKEHHS HOBUX TEXHOJIOTiH, TaKHX
SIK: BUSIBJICHHSI 3arp03 Ha OCHOBI IITYYHOTO IHTEJEKTY Ta pearyBaHHs Ha HUX, 3aXHCTY JIaHUX,

ISSN 2078-3566 41



Hayxkoeuii éichuk /[Hinponempoecvkozo 0eprcasHozo yHieepcumemy eHympiwinix cnpag. 2024. Ne 1

Inrepuery peueir (IoT), a TakoX TEXHOJIOTiH, METOIIB Ta NMPOrpaMHOro 3a0e3MedyeHHs 3
BUKOPHCTAHHSM IITYYHOTO IHTEJIEKTY.

BucnoBkmu. 3a pe3ynpraramMy MpOBEICHNUX JOCIHIIKEHb ClliJi KOHCTATyBaTH HasBHICTb
3pocTaHHs Kibep3arpo3 3 HEraTHMBHHUMH HAcJiJKaMH BIUIMBY Ha piBeHb HaI[lOHAJbHOI Ta
CBITOBOI Oe3mekn. 3BayKaroun Ha MPOTPECHUBHI TEHICHIII PO3BUTKY iH(pOpMamiiHOI ramysi Ta
TEXHOJIOTi} IITYYHOTO iHTENeKTy, ciif odikyBaTH y 2024 p. HAOYTTS CEKTOpPOM KibepOe3meku
CTPATETiYHOTO TPiopUTEeTy. Y 3B’S3Ky 3 IUM MUTAHHS 3a0€3MEYCHHS NMEePCOHANBHUX JaHUX,
0e3MeYHOr0 BHKOPHCTaHHA XMapHUX TEXHOJOTiH, 3a0e3nedeHHs (YHKIIOHYBaHHS 00 €KTiB
KpUTHYIHOI iH(pacTpyKkTypn HaOyBarOTh OCOONHMBOTO 3HAYCHHS Ta MOTPEOYIOTH MPOBENCHHS
(hyHIAMEHTAIBHUX 1 IPUKITATHUX TOCITIHKEHb.

Cnucok BUKOPUCTAHUX JIZKepesT

1. ApremoB B. 0., Jlemko O. C., ITamkoB A. C., Cramnik O. M., Xopomxko B. O.
HopmatnBHO-TIpaBoBHii TOBITHUK 3 oxopoHu iHdopMmarii B Ykpaini. Kuis : VIKT, 2010. 155 c.

2. bamanmaeBa O. 0., KouykoBa A. B. MozemoBaHHS i peiHXXHHIPHHT IPOLECIB CHCTEMH
3axucTy iHpopMmanii Ha ocHOBI Teopii rpadis i meronosorii IDEF. Hayxa ma eupo6nuymeo. 2020. Bum.
22.C.9-14.

3. Tmamyn A. S1.  Apmaner. Bemuxa  YKpaiHcvka — eHYUKIONeOis. URL
https://vue.gov.ua/APTIAHET.

4. Tony6enko O. JI., Xopomko B. O., Ilerpor O. C., I'osmoaus C. M., Spemuyk 1O. €.
Tomituka indopmaniiinoi 6e3nexu. Jlyrancek : Bun-so CHI im. B. Jams. 2009. 300 c.

5. Jauxko JI. B. ®opmyBanHs Moneni iHpopmaliiitHol Oe3neku. [Ipuuopromopcoki
exonomiuni cmyoii. 2017. C. 263-267.

6. 3axmcr Oa3m JgaHMX  Big  HecaHkIioHoBaHoro jgocrymy. |ITD. URL
https://iitd.com.ua/shifruvannja-ta-zahist-baz-danih/.

7. Kibep6Oesneka B iHpopMamiiHOMY CYCHITBCTBI : iH(pOpMaiHHO-aHATITUIHUH HaimKecT /
Biam. pen. O. Hosraus ; ynopsa. O. [losrans, JI. JIurBunoBa, C. Jloporux. [lep>kaBHa HayKoBa yCTaHOBA
«lactutyT iHpOpMamii, Oesneku i mpaBa HAIIpH VYxkpainm» ; HamionamsHa GibmioTexa YkpaiHu im.
B.1.Bepnancekoro. Kuis, 2023. Ne 10. 320 c.

8.  Omipcekuii 1. P. Kitaccudixarist Moneneit 3axucty iHpopmanii B iHpopManiiiHuX Mepexax
nepxasu. Haykoeguii gicnux H/ITY Yxpainu. 2015. Bun. 25(10). C. 329-335.

9. Mapmmua O. A., IMapmunr 0. 1., Bocko6Goitnuk B. O. KonuenrtyanbHi acmeKkTu
3a0e3MeYeHHs] KOHKYPEHTOCIIPOMOXKHOCTI KOMIUIEKCHHX CHCTeM 3axucTy iHpopmauii // I[Ipobremu
MpaBoOBOTO, (IHAHCOBOTO Ta EKOHOMIYHOTO 3a0e3MEeUeHHs PO3BUTKY HAIiOHATBHOI EKOHOMIKH
(ramy3eBuil Ta TepUTOpiaNbHUHA acmekTH) : MoHorpadis / 3a pea. JI. M. Casuyk, JI. M. bannopinoi.
Huimpo : [oporn, 2021. 468 c. C. 194-206.

10. IMapmmna O. A., [Tapumnaa M. 10., Uymak T. B. dakTopyt eKOHOMIYHOTO PO3BUTKY KpaiH
B yMOBaX 3aroCTPEeHHs MIOOATEHHX NMpoOieM CBITOBOI Oe3neku. [Ipuazo8cvkuii eKOHOMIYHUL BICHUK.
2021. Bum. 2(25). C. 3—7. URL : http://pev.kpu.zp.ua/journals/2021/2_25_ukr/3.pdf.

11. Tlomoa M. C., Kapnos A. I1. 3acrocyBanHs Teopii rpadiB 1Jisi BUSBICHHS MOTEHIIHHIX
3arpo3 6e3neni iHpopMmarii. [Ipobremu cyuacroi nayku ma oceimu. 2016. Ne 35(77). C. 1-3.

12. TIpo ocHOBHi 3acanu 3abe3nedeHHs KibepOe3nekn Ykpainu : 3akoH YKpaiHH BiJ 5 5KOBTHS
2017 p. URL : https://zakon.rada.gov.ua/laws/show/2163-19#Text.

13.  TIIpo pimenns Pagm HanioHansHOT Oe3meku i 00oporn Ykpainu Bix 6 TpaBHs 2015 poky
«IIpo Crparerito HanioHanbHOI Oe3mexn Ykpainn» : Yka3 Ilpesunenra Ykpainu Big 26 tpasusa 2015 p.
Ne 287/2015. URL : http://zakon2.rada.gov.ua/laws/show/287/2015/paran7#n7.

14. UYepemunx C.B., CemenoB N.O., Pyuksin B.C. Crpykrypuuit anani3z cucrem. IDEF-
texuodorii. K.: Cratuctrka Ykpainu, 2018. 243 c.

15.  Cyber Readiness Index Country Profiles. Potomac Institute for Policy Studies. URL :
https://www.potomacinstitute.org/academic-centers/cyber-readiness-index.

16.  Cybersecurity center. Hikvision. URL
https://www.hikvision.com/en/support/cybersecurity/.

17. Global Cybersecurity Index 2020. 172 p. URL : https://www.itu.int/dms_pub/itu-
d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf.

18. National Strategy to Increase Foreign Direct Investment in Ukraine. 96 p. URL :
https://ukraineinvest.gov.ua/wp-content/uploads/2021/08/FDI-Strategy-Section-2-Digital-Infrastructure-
ENG.pdf.

19. Parshyna O., Parshyn Yu. Analytical platform to provide competitiveness of ore-mining
machinery manufacturing. Mining of Mineral Deposits. 2020. Vol. 14. Issue 3. P. 61-70. URL :
http://mining.in.ua/articles/volume14_3/08.pdf.

20. Polotai O., Lagun A., Kukharska N., Samotyy V. Trend extrapolation method for
qualitative prognosis of the global cybersecurity index in Ukraine. ISTCMTM. 2020. Vol. 81(4). P. 30—
34. URL : https://science.lpnu.ua/istemtm/all-volumes-and-issues/volume-81-no4-2020/trend-
extrapolation-method-qualitative-prognosis.

21.  The history of cybersecurity. Avast. URL : https://blog.avast.com/history-of-

42 ISSN 2078-3566


https://science.lpnu.ua/all-authors-journals/volodymyr-samotyy
https://science.lpnu.ua/istcmtm
https://science.lpnu.ua/istcmtm/all-volumes-and-issues/volume-81-no4-2020

Ilpaso ma npagooxoponna dianvHicme y KOHMEKCMI aKMYAnbHUX 6E3NEeKOBUX BUKTUKIIG

cybersecurity-avast.

22.  Ukraine Identifies Russian FSB Officers Hacking As Gamaredon Group. The Hacker
News. URL : https://thehackernews.com/2021/11/ukraine-identifies-russian-fsh-officers.html.

23. Voo J., Hemani 1., Cassidy D. National Cyber Power Index 2022. Cambridge : Harvard
Kennedy School, 2022. 66 p- URL :
https://www.belfercenter.org/sites/default/files/files/publication/CyberProject_National%20Cyber%20Po
wer%201Index%202022_v3_220922.pdf.

Haoitiwna 0o peoaxyii 22.01.2024
Iputinamo oo onybaixyeanus 06.02.2024

References

1. Artemov, V. lu., Lienkov, O. S., Pashkov, A. S., Stadnik, O. M., Khoroshko, V. O. (2010)
Normatyvno-pravovyi dovidnyk z okhorony informatsii v Ukraini [Regulatory and legal guide on
information protection in Ukraine]. Kyiv : DUIKT. 155 p. [in Ukr.].

2. Balalaieva, O. lu., Kochukova, A. V. (2020) Modeliuvannia i reinzhynirynh protsesiv
systemy zakhystu informatsii na osnovi teorii hrafiv i metodolohii IDEF [Modelling and reengineering of
information protection system processes based on graph theory and IDEF methodology]. Nauka ta
vyrobnytstvo. Ne 22, pp. 9-14. [in Ukr.].

3. Hladun, A. la. Arpanet [Arpanet]. Velyka ukrainska entsyklopediia. URL
https://vue.gov.ua/APTTAHET. [in Ukr.].

4. Holubenko, O. L., Khoroshko, V. O., Petrov, O. S., Holovan, S. M., Yaremchuk, Yu. le.
(2009) Polityka informatsiinoi bezpeky [Information security policy]. Luhansk : Vyd-vo SNI im. V.Dalia.
300 p. [in Ukr.].

5. Diachkov, D. V. (2017) Formuvannia modeli informatsiinoi bezpeky [Formation of
information  security model]. Prychornomorski ekonomichni  studii, pp.263-267. URL
https://dspace.pdau.edu.ua/items/950422ff-df3f-4754-9efe-fac01de7a98b. [in Ukr.].

6. Zakhyst bazy danykh vid nesanktsionovanoho dostupu [Protection of the database against
unauthorized access]. I1TD. URL : https://iitd.com.ua/shifruvannja-ta-zahist-baz-danih/ [in Ukr.].

7. Kiberbezpeka v informatsiinomu suspilstvi [Cyber security in the information society] :
informatsiino-analitychnyi daidzhest / vidp. red. O. Dovhan ; uporiad. O. Dovhan, L. Lytvynova,
S. Dorohykh. Derzhavna naukova ustanova «Instytut informatsii, bezpeky i prava NAPrN Ukrainy» ;
Natsionalna biblioteka Ukrainy im. V.I.Vernadskoho. Kyiv, 2023. Ne 10. 320 p. [in Ukr.].

8. Opirskyi, I. R. (2015) Klassyfikatsiia modelei zakhystu informatsii v informatsiinykh
merezhakh derzhavy [Classification of information protection models in state information networks].
Naukovyi visnyk NLTU Ukrainy. Ne 25(10), pp. 329-335 [in Ukr.].

9. Parshyna, O. A., Parshyn, Yu. l., Voskoboinyk, V. O. (2021) Kontseptualni aspekty
zabezpechennia konkurentospromozhnosti kompleksnykh system zakhystu informatsii [Conceptual
aspects of ensuring the competitiveness of complex information protection systems] // Problemy
pravovoho, finansovoho ta ekonomichnoho zabezpechennia rozvytku natsionalnoi ekonomiky (haluzevyi
ta terytorialnyi aspekty) : monohrafiia / za red. L. M. Savchuk, L. M. Bandorinoi. Dnipro : Porohy.
468 p., pp. 194-206. [in Ukr.].

10. Parshyna, O. A., Parshyna, M. lu., Chumak, T. V. (2021) Faktory ekonomichnoho rozvytku
krain v umovakh zahostrennia hlobalnykh problem svitovoi bezpeky [Factors of economic development
of countries in the conditions of aggravation of global problems of world security]. Pryazovskyi
ekonomichnyi visnyk. Vyp. 2(25), pp. 3-7. URL : http://pev.kpu.zp.ua/journals/2021/2_25_ukr/3.pdf. [in
Ukr.].

11. Popova, M. S., Karpov, A. P. (2016) Zastosuvannia teorii hrafiv dlia vyiavlennia
potentsiinykh zahroz bezpetsi informatsii [Application of graph theory in identifying potential
information security threats]. Problemy suchasnoi nauky ta osvity. Ne 35(77), pp. 1-3. [in Ukr.].

12. Pro osnovni zasady zabezpechennia kiberbezpeky Ukrainy [About the main principles of
ensuring cyber security of Ukraine] : Zakon Ukrainy vid 5 zhovtnia 2017 r. URL
https://zakon.rada.gov.ua/laws/show/2163-19#Text. [in Ukr.].

13. Pro rishennia Rady natsionalnoi bezpeky i oborony Ukrainy «Pro Stratehiiu natsionalnoi
bezpeky Ukrainy» [On the decision of the National Security and Defense Council of Ukraine «On the
National Security Strategy of Ukraine»] : Ukaz Prezydenta Ukrainy vid 26 travnia 2015 r. Ne 287/2015.
URL : http://zakon2.rada.gov.ua/laws/show/287/2015/paran7#n7. [in Ukr.].

14. Cheremnykh, S. V., Semenov, Y. O., Ruchkyn, B. C. (2018) Strukturnyi analiz system
IDEF-tekhnolohii [Structural analysis of systems. IDEF technologies]. Kyiv : Statystyka Ukrainy. 243 p.
[in Ukr.].

15. Cyber Readiness Index Country Profiles. Potomac Institute for Policy Studies. URL :
https://www.potomacinstitute.org/academic-centers/cyber-readiness-index.

16. Cybersecurity center. Hikvision. URL
https://www.hikvision.com/en/support/cybersecurity/.

17. Global Cybersecurity Index 2020. 172 p. URL : https://www.itu.int/dms_pub/itu-
d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf.

ISSN 2078-3566 43



Hayxkoeuii éichuk /[Hinponempoecvkozo 0eprcasHozo yHieepcumemy eHympiwinix cnpag. 2024. Ne 1

18. National Strategy to Increase Foreign Direct Investment in Ukraine. 96 p. URL :
https://ukraineinvest.gov.ua/wp-content/uploads/2021/08/FDI-Strategy-Section-2-Digital-Infrastructure-
ENG.pdf

19. Parshyna O., Parshyn Yu. Analytical platform to provide competitiveness of ore-mining
machinery manufacturing. Mining of Mineral Deposits. 2020. Vol. 14. Issue 3. P. 61-70. URL :
http://mining.in.ua/articles/volume14_3/08.pdf.

20. Polotai O., Lagun A., Kukharska N., Samotyy V. Trend extrapolation method for qualitative
prognosis of the global cybersecurity index in Ukraine. ISTCMTM. 2020. Vol. 81(4). P. 30-34. URL :
https://science.lpnu.ua/istcmtm/all-volumes-and-issues/volume-81-no4-2020/trend-extrapolation-method-
qualitative-prognosis.

21. The history of cybersecurity. Avast. URL : https://blog.avast.com/history-of-cybersecurity-
avast.

22. Ukraine ldentifies Russian FSB Officers Hacking As Gamaredon Group. The Hacker News.
URL : https://thehackernews.com/2021/11/ukraine-identifies-russian-fsb-officers.html.

23. Voo J., Hemani I., Cassidy D. National Cyber Power Index 2022. Cambridge : Harvard
Kennedy School, 2022. 66 p. URL :
https://www.belfercenter.org/sites/default/files/files/publication/CyberProject_National%20Cyber%20Po
wer%201Index%202022_v3_220922.pdf.

ABSTRACT

Olena Parshyna, Yuriy Parshyn. Cyber security in the current conditions of growing
threats to national and global security. Taking into account the conditions of the existing trend of
growing threats to national and global security, emphasis is placed on the expediency of a global
approach to ensuring cyber security and the security of critically important objects and infrastructures. An
analysis of the problem of building a modern cyber security model, which should reflect the main
processes taking place in the cyberspace, with the aim of optimizing information protection processes,
was carried out.

The Global Cybersecurity Index was used to analyze the quantitative assessment of cyber
security. A comparative assessment of the level of cyber security of Ukraine was carried out at the
regional level, taking into account the constituent criteria. Analysis of the dynamics of spending on cyber
security technologies in the world made it possible to establish the main trends and forecasts of global
spending on protection against cybercrime. The key trends in the development of the cyber security
industry have been identified, indicating that the cyber security sector has become a strategic priority.

Keywords: cyber security, threats, national security, information protection.
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JETEPMIHAHTU KOJIABOPAIIIMHOI
JISIIBHOCTI

3niificHeHO aHaji3 AETepMiHAHTIB TaKOro BUAY KPHMiHAJIbHHX MPABOIOPYIICHb NMPOTH OCHOB
HaIliOHATBHOI Oe3MeKH YKpaiHu, K KojJabopaiiiiHa JisIbHICTb.

3a3HaueHo, IO MIMpOKomacuITabHa BiifHa, mo i pociiiceka ¢dexaepauis po3B’si3ajia MPOTH
VYkpainu y motomy 2022 p., cTana NOTY)KHAUM YHHHUKOM TOMIAPEHHS iJIOT0 KOMIUIEKCY aKTiB AETIKTHOT
MOBEIIHKH, 30KpeMa KOIa0opaIiitHo1 TisuTbHOCTI.

AKIIEHTOBaHO, IO OCHOBHHMH JETEpMiHAHTAMH KOJA0OpaIiifHOT HisUTBHOCTI €: pociiichka
Iporarafaa, KOTpy IPOBOIUTH JepKaBa-TEPOPHCT y Mexax iHdopMmariiiHoi BIHHH HpoTH YKpaiHu;
COILiaIbHO-CKOHOMIYHI YMHHHKH, BHKJIHMKaHI BifHOIO; HEHOJIKH Yy cdepi HaliOHAIBHO-MATPiOTHYHOIO
BUXOBAHHSI; IPOTAINHN Y YUHHOMY 3aKOHI PO KPHUMiHAIbHY BiIMOBIAAIBHICTH TOLIO.

Kniouogi cnoea: oemepminanmu KpuMiHANbHUX NPAGONOPYULEHb, 30YUH, KPUMIHATbHE
npasonopyuleHs, KOabopayitina OisibHiCMb, YUHHUKU 3N0YUHHOCTII.
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