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determination of the range of possible sources of information about the crime; improvement of detection,
fixation and removal of material traces of a crime during initial investigative (search) actions.

Keywords: investigation method, forensic characteristics, criminal offenses against property,
investigator, object of encroachment, methods of commission and setting of the crime, traces, identity of
the criminal and the victim.
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THE USE OF SPECIAL KNOWLEDGE

IN THE INVESTIGATION OF CYBERCRIMES

Cepriii  PO3YMHHUH. BHUKOPUCTAHHS CIELIAJIBHUX 3HAHb IIPA
PO3CIAYBAHHI KIBEP3JIOUMHIB. B crarri Ha OCHOBI aHaji3y JAyMOK HAayKOBLIB Ta
[IPAaBOOXOPOHHOI TPAKTHKH PO3MIIIHYTO IMOHATTS Ta O3HAKM CIELialIbHUX 3HAaHb, IJ SIKUMU Tpeda
PO3YMITH CYKYIHICTh TEOPETHYHHMX 3HaHb 1 NPAKTHYHUX YMiHb Ta HABUYOK y Taly3i HayKu, TEXHIKH,
MHCTELTBA Y peMecia, Ha0yTHX y pe3yNbTaTi CHelialbHOi TeOPeTHYHOI MiAroTOBKH abo npodeciiiHoro
JIOCBily pOOOTH, IO BHKOPUCTOBYIOTBCS IIPHM PO3CHIAyBaHHI KPUMIHAIBHHUX IIPABONOPYILICHb.
Haronomyerbcs, 10 3arajlbHO0 METOIO BHKOPUCTAaHHS CIELiaIbHUX 3HaHb € BUPIIICHHS 3aBIaHb
KPUMiHaJIBHOTO NPOBAa/UKEHHS, BU3HAUYCHUX CT. 2 KpuMiHaIbHOro mporecyanbHoro Kogekcy Ykpainu, a
caMe 3a0e3leYeHHs IIBUJKOrO, IIOBHOIO Ta HEYNEPEeDKCHOro pO3CIifyBaHHA. BukopucraHHs
CrieniajlbHUX 3HaHb, Clpuse (HOpMyBaHHS JI0Ka30BOi 0a3M LUISXOM BHUSBICHHS HOBOI iH(opmaii, sKy
HEMOXKJIMBO OTPUMATH BUKOPUCTAHHSM TUIBKU IOPHINYHNX 3HAHb.

IMpuninsterscs yBara opMaM BHKOPUCTaHHS CICLiaJIbHUX 3HaHb. 3a3HAYAE€ThCS, 110 BOHU € Hi
YUM IHIIMM K CIHOCOOOM peaii3allii TeOpeTHYHHMX IIONOXKEHb HayKH B IIPAKTHII PO3CIigyBaHHS
37104MHIB. PO3risiHYyro OKpeMmi NMTaHHS BHKOPUCTAHHS CIICLIaIbHUX 3HaHb y IPOLECYalbHIH Ta
HeTIponecyalbHiil GpopMax IpH po3ciigyBaHHI KiGep3/iounHIB. 30cepe/KeHO yBary Ha HpOLEeCyaIbHUX
(opMax BHKOPHCTAHHS CIIEIiaJIbHUX 3HaHb, a caMe 3aJIydeHHi CIlelianicTa 0 HPOBEICHHS CIITIHNX
(po3mIyKOBHX) Iii Ta NPH3HAYEHHS Ta IPOBEACHHS EKCIepTH3W. BH3HAUeHO CIemialicTiB, IO
NPUHMAlOTh Y4acThb y PO3CIiJyBaHHI BH3HAUCHOI Kareropii KpUMiHAJIbHUX HPOBAKEHb, 3a3HAYEHO
OCHOBHI i, I110 HUIMH BHKOHYIOTbCSI T4 30CE€PEIDKCHO yBary Ha 00’ €KTax, 110 BIJIY4arOThCS HPH OIJIAAL
Mmicist noxii. PosrisHyro o0’ekTH Ta mpeaMeT eKCHepTH3: KOMIT'IOTEPHOI TeXHIKM Ta HMpOrpamMHHX
NPOAYKTIB Ta EKCIEPTH3M EJIEeKTPOHHMX KOMYHIKallilf, I10 dacTille 3a BCe MNPHU3HAYAIOThCA IIPU
pO3CililyBaHHI KPUMIHAJIBHUX IIPaBOINOPYIIEHb, YYMHEHHX B YMOBAaX BOEHHOI'O 4acy Ta BHM3HAYEHO
00’€KTH Ta TPEIMeT IX JOCIIIKESHHS.

Knrouogi cnosa: xpuminanvre nposaddicenhs, po3cuioysanmsi, Kibep3nouuHu, KOMRN 10OMepHi
mexHonoeii, cioui (po3utykosi) Oii, 0ensd micys nodii, ekcnepmusa, cneyianicm, ekcnepm.

Relevance of the study. One of the main tasks of criminal proceedings is to ensure a
quick, complete and impartial investigation (Art. 2 of the Criminal Procedure Code of Ukraine)
[1]. In order to solve this task, the inquirer, investigator, and prosecutor, within the limits of
their authority, carry out pre-trial investigation of criminal offenses, using all their professional
knowledge, skills and abilities for this purpose. Despite the efforts of law enforcement
agencies, crime is improving today: its organized forms are increasingly developing, new types
of crimes are appearing, methods of their commission are being improved, the latest technical
means of committing crimes are being used, etc. To counter modern criminal activity, it is not
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enough for an investigator to have only professional legal knowledge. Taking into account the
improvement of the technical equipment of crime, the involvement of modern computer
technologies for the commission of crimes, the investigator, accordingly, needs to acquire new
knowledge or use the knowledge of various types of specialists during the investigation.

Positive trends in the development of innovative technologies and computer equipment
in modern society led to the emergence of a completely new negative phenomenon, namely the
so-called computer or cybercrime. According to statistical data of the Office of the Prosecutor
General of Ukraine, in 2022, 3,415 criminal offenses were registered in the field of use of
electronic computing machines, systems and computer networks and telecommunication
networks, of which a notice of suspicion was served in 2,643 cases [2]. Criminal offenses in
the field of computer technologies are characterized by high latency due to the complexity of
their detection and investigation. The virtual or digital traces inherent in these crimes can be
destroyed in an instant, while it is usually very difficult to identify the computer that was used
to gain unauthorized access to a particular network. That is why it is necessary to use not only
professional legal, but also special knowledge to carry out a quick and complete investigation.
Today, in the theory of criminology and the practice of investigating criminal offenses, there
are certain difficulties in determining the types and forms of special knowledge in general, and,
in particular, when investigating such a latent and complex category as crimes in the field of
computer technologies. Therefore, the relevance of the issues investigated in this article is
beyond doubt.

Recent publications review. Considerable attention was paid to the methodology of
investigating certain types of criminal offenses and the use of special knowledge by such
domestic scientists as V. Areshonkov, L. Arotsker, V. Bakhin, A. Vinberg, A. Volobuev,
V. Goncharenko, 1. Hora, H. Granovskyi, S. Yevdokimenko, A. Ishchenko, N. Klymenko,
V. Konovalova, V. Kuzmichev, V. Lysychenko, V. Lukashevich, E. Lukyanchikov, I. Petrova,
I. Pyrih, M. Saltevskyi, M. Segai, E. Simakova-Efremyan, R. Stepaniuk, I. Fridman,
K. Chaplinskyi, Y. Chornous, V. Shevchuk, V. Shepitko, M. Scherbakovsky, and others.

Recently, there have been enough scientific works investigating the use of special
knowledge in the investigation of certain types of crimes. Among them, the following can be
noted: 1. Pyrih "Theory and practice of the use of special knowledge in the investigation of
theft of goods on railway transport" (2006), P. Kravchuk "The use of special knowledge during
the investigation of robberies and robberies" (2015), M. Bidniak "Use of special knowledge in
the investigation of fraud" (2018), N. Timofeeva "Use of special knowledge in the
investigation of crimes against production safety", A. Taranova "Use of special knowledge in
the investigation of improper performance of professional duties by a medical or
pharmaceutical worker" (2020), S. Borysov "Use of special knowledge in the investigation of
illegal handling of weapons, ammunition or explosives" (2020), A. Lisitskyi "Use of special
knowledge in the investigation of criminal offenses committed by arson" (2023). However, in
the works of scientists, not enough attention was paid to the use of special knowledge in the
investigation of cybercrimes.

The research paper’s objective. The purpose of the article is to determine the specifics
of the use of special knowledge in the investigation of cybercrimes.

Discussion. Regarding the definition of the concept of "special" knowledge, we
consider it inappropriate to dwell on it, since the above-mentioned scientists have sufficiently
developed this issue. At the same time, it should be noted that certain concepts used in
jurisprudence in general and in criminal proceedings in particular are not clear enough, which
leads to significant shortcomings during the investigation and making of procedural decisions.
Concepts formulated by scientists, subject to the laws of dialectics, are clarified, changed, and
improved over time. Separate concepts formed in science become the basis of their legislative
consolidation and further use in practice, which, in our opinion, is natural.

Despite the fact that the concept of special knowledge is sufficiently developed in
science, it is not legally established. In normative documents regulating expert activities in
Ukraine, such as the Law of Ukraine "On Forensic Expertise" [3], the Instruction on
Appointment and Conduct of Forensic Expertises and Expert Research dated October 8, 1998
No. 53/5 [4] and other interpretations there is no such concept, which sometimes leads to errors
when appointing an expert or involving specialists in the investigation. There is no concept of
special knowledge in Art. 3 "Definition of the main terms of the Code" of the Criminal
Procedure Code of Ukraine. In Art. 69 of this Code states that "an expert in criminal
proceedings is a person who possesses scientific, technical or other special knowledge", and
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Art. 71 defines a specialist as a person who "has special knowledge". At the same time, the
meaning of the concept of "special knowledge" is not clarified. Therefore, when controversial
issues arise regarding the use of special knowledge, investigators use scientific interpretation,
which sometimes does not lead to positive results during proof.

One of the fundamental scientific works summarizing the problems of the use of special
knowledge in criminal proceedings is a monograph reflecting the results of
M. Scherbakovsky’s doctoral dissertation "Conducting and using forensic examinations in
criminal proceedings" [5]. The author, summarizing the achievements of scientists, defines the
controversial issues that are the basis of the discussion of scientists regarding the definition of
the essence of special knowledge and their characteristic features. Let’s dwell separately on
their characteristics.

The first criterion that characterizes special knowledge is its lack of general knowledge
and lack of general availability. At the current stage of informatization of society, the presence
of the worldwide Internet, where you can get any information, "public access" as a term loses
its meaning. Indeed, today there cannot be such knowledge that cannot be obtained, that is,
which is not freely available. But this only applies to knowledge. If we talk about skills and
abilities that are part of the definition of special knowledge, then it is impossible to get them
quickly. Investigating cybercrimes requires computer knowledge. Any educated person today
has this knowledge as a user, but to deal with issues related to, for example, network intrusion
and the nature of hacker activity, more in-depth knowledge is required. The limit of general
availability of knowledge is a dynamic concept and changes over time.

As fields of special knowledge, most scientists define science, technology, art and craft,
with which we agree. Any kind of special knowledge belongs to the fields of science,
technology, art or craft. Individual scientists note such fields of knowledge as physics,
chemistry, natural science, etc. as independent, but the named fields are covered by the concept
of science.

The ratio of special and legal knowledge is the most controversial among scientists. We
believe that for an investigator who investigates criminal offenses, knowledge in the fields of
criminal law, criminal procedural law and criminology is professional. Knowledge from other
branches of law: civil, agrarian, administrative, etc., are special for him, and the investigator
can involve in the investigation a specialist in the field, for example, financial or economic law,
as a specialist. We also join those scientists who consider knowledge in the field of forensic
technology to be special, since it is, in fact, knowledge in the field of technology or natural
science [6, pp. 155-158].

Analyzing the relationship of special knowledge with abilities and skills,
M. Scherbakovskyi notes that these concepts are, although interrelated, but different, and
including "special knowledge" in the definition of abilities and skills does not correspond to the
provisions adopted in psychology and pedagogy [5, p. 60]. In our opinion, knowledge, ability
and skills are three interdependent and mutually determined concepts that fully characterize the
concept of "special knowledge".

When determining the goals of using special knowledge in criminal proceedings, we
agree with the opinion of V. Kuzmichev and I. Pyrih that "the use of special knowledge in
investigative and judicial practice is always purposeful. A clear definition of the purpose of
their application at each stage of the criminal process is important for a correct understanding
of the functions and powers of persons who use certain types of knowledge in procedural forms
provided for by law" [7, pp. 11-12]. The general purpose of using special knowledge is to solve
the tasks of criminal proceedings, defined in Art. 2 of the Criminal Procedure Code of Ukraine.
Solving the goal presents the investigator with a large number of tasks, which we consider
impractical to enumerate within the scope of this publication. The use of special knowledge, in
our opinion, contributes to the formation of the evidence base by revealing new information
that cannot be obtained using only legal knowledge.

Above, we drew attention to insufficiently clear regulation of the process of using
special knowledge by procedural law. Considering the variety of types and forms of special
knowledge, as well as their dynamism, in our opinion, it is legally impossible to list all types of
special knowledge and fix all possible cases of their use. However, the basic concepts,
principles of use, forms, subjects of use, their rights, obligations, etc. must be enshrined in the
Criminal Procedure Code of Ukraine and other legal acts.

Having considered the criteria that separate "special" knowledge from others, we will
give a definition of special knowledge, which we consider to be more justified: "special
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knowledge is a set of theoretical knowledge and practical abilities and skills in the field of
science, technology, art or craft, acquired as a result of a special theoretical training or
professional work experience used for the purpose of detection, investigation and prevention of
crimes" [7, p. 14].

Understanding the concept of special knowledge and its types is of great importance for
the theory of criminology. But in the investigation of criminal offenses, the concept of forms of
using special knowledge is more essential, in our opinion. Forms of using special knowledge
are nothing more than a way of implementing the theoretical provisions of science in the
practice of crime investigation. Despite the sufficiently developed forms of use of special
knowledge among scientists, there are still discussions on this issue. Changes in legislation and
the lack of a clear list of forms of using special knowledge also contribute to scientific
controversy.

Most scientists distinguish procedural and non-procedural forms of using special
knowledge. Procedural should be considered those that are directly provided by the legislation,
namely: the participation of a specialist during investigative (search) actions and conducting
forensic examinations with the relevant subjects: a specialist (Article 69 of the Criminal
Procedure Code of Ukraine) and an expert (Article 71 of the Criminal of the Procedural Code
of Ukraine) [5, p. 65; 8, p. 14; 9, p. 81]. The structure of special knowledge of an expert and a
specialist, according to M. Scherbakovskyi, is distinguished by taking into account the
peculiarities of their procedural functions and the goals of involvement in criminal proceedings
[5, p. 65]. However, this is not entirely acceptable, since they can have the same knowledge,
skills and abilities, but use them according to their competence.

Non-procedural special knowledge should be considered not outside the limits of the
criminal process, but such that is not directly provided for by the legislation. Such forms are:
departmental investigations, inspections of technical condition; carrying out research of objects
directly at the scene of the event; consulting and reference assistance; provision of technical
assistance in the preparation of technical means, performance of labor-intensive works; the use
of the help of knowledgeable persons in the implementation of operative and search measures
[8, p. 14].

As mentioned above, one of the dangerous crimes, the investigation of which requires
the use of special knowledge, are the so-called cybercrimes. These crimes are increasingly
becoming organized and group, and sometimes transnational in nature, as criminals use such
means of crime as computer viruses, software bookmarks, remote access software attacks, etc.,
to gain unauthorized access to any computer system.

The concept of "cybercrime", although it exists in informal legal terminology, has long
been used to characterize criminal offenses provided for in Chapter X VI of the Criminal Code
of Ukraine "crimes in the field of use of electronic computing machines (computers), systems
and computer networks and networks telecommunication”. Although this term is given in the
title "Cybercrime Convention", adopted by the Council of Europe [10] and ratified by the
relevant law of Ukraine [11]. According to this document, cybercrimes are divided into four
groups: crimes against privacy: illegal access, illegal interception, system interference, data
interference, misuse of devices; crimes related to the use of a computer as a means of
committing a crime: computer fraud and computer forgery; offenses related to content, in
particular child pornography; offenses related to the violation of copyright and related rights.
But, in our opinion, the classification dividing cybercrimes into aggressive and non-aggressive
is more successful. The first group includes: cyber terrorism; a threat of physical violence
transmitted by means of electronic communication; cyber stalking; illegal sexual harassment
and stalking of another person via the Internet (cyberstalking), child pornography — creating
pornographic materials with the image of children, distributing them, gaining access to such
materials. The second group covers: cyber theft, cyber fraud, cyber vandalism, cyber
espionage, distribution of virus programs and spam [12, pp. 284-285].

Let’s consider the use of special knowledge in the investigation of cybercrimes in the
form of involving a specialist in conducting investigative (search) actions. Virtually the only
urgent investigative action, which is expedient to carry out at the initial stage of the
investigation of cybercrimes, is a review [13, p. 10]. The specified investigative (search) action
allows the investigator to directly perceive the situation of the scene of the incident and the
objects located there in order to identify traces of the offense, clarify the circumstances of the
incident that are important for criminal proceedings. This allows you to get an idea of the
mechanism of the crime, put forward investigative versions, and determine the directions of the
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investigation. The success of the entire investigation in many cases depends on the timeliness,
urgency and quality of the inspection [14, pp. 213-214].

An expert in the field of computer technology is involved as a specialist when
conducting an inspection of the scene. Already at the preparatory stage, he helps the
investigator in the preparation of appropriate technical means: computer equipment that will be
used for reading, copying and saving the extracted information; various connecting cables;
special software that enables express analysis of information and its copying directly at the
scene of the event, etc. During the work phase of the review, a specialist in the field of
computer technology will explain what media may contain information of interest to the
investigation: flash drives, laser CD, removable hard drives, etc., and what these media look
like, as well as the rules for handling them etc. If the computer is connected to a local network,
a specialist in the field of computer technology needs to establish the number of computers and
servers connected to the server, their number in the network, the type of communication. If
possible, organize a parallel review of computers connected to the local network. In the
absence of such an opportunity, ensure that they are stopped and, in the future, conduct an
inspection according to the diagram of a non-working computer [15, pp. 166-168].

We agree with the opinion of B. Teplytsky regarding the need to review mobile
computer equipment with a telephone function. Considering the widespread use of mobile
communication devices and the ability of mobile phones to collect, store and process
information, the analysis of the information contained in them is important in the process of
proof. In addition to making and receiving calls, a modern mobile phone combines many
different functions, including: address and phone books; a diary with a list of meetings and
affairs; notebook; messaging device; camera and video camera; dictaphone; multimedia player
and others. All of the above data may contain indicative or evidentiary information displayed
in digital traces, which can be analyzed in the presence of appropriate tools [16, p. 251].
Mobile phones can be inspected either directly at the scene or separately.

Specialists in the field of computer equipment and technologies are also involved in
conducting a search and questioning of a suspect. During the search, his actions are similar to
those performed when inspecting the scene. During the interrogation of the suspect, special
knowledge is needed to explain to the investigator the meaning of certain terms related to the
field of digital technologies or the content of the criminal actions described by the suspect.

In addition to specialists in the field of computer technology, forensic specialists are
involved in the review. Their actions, depending on the stages of the review, are, in our
opinion, traditional and sufficiently regulated by the Instruction on the Procedure for Engaging
Employees of Pretrial Investigation Bodies of the Police and the Expert Service of the Ministry
of Internal Affairs of Ukraine as specialists to participate in the inspection of the scene [17].

At the final stage of the examination with the participation of a specialist, it is necessary
to determine which media can serve as sources of evidence, and which of them should be
removed, taking into account the data on computer use. Such media can be: computer system
units with hard drives installed on them (it is not recommended to remove them separately
from the system unit); laptops; tablets; printers with memory cards; other computer
components; portable media: flash cards, magnetic disks, memory cards, card readers, etc. The
completeness of the evidence base depends on the number of information carriers that are
removed and its quality, since the removed objects will be the objects of expert research in the
future. Let’s dwell on the types and subject of examination of examinations, which are
assigned in the investigation of cybercrimes, as conducting examination is the second
important form of using special knowledge.

The main expertise assigned during the investigation of this category of criminal
proceedings is the expertise of computer equipment and software products. According to the
Instructions on the Appointment and Conduct of Forensic Examinations, the main tasks of this
examination include establishing: the working condition of computer and technical equipment;
circumstances related to the use of computer and technical means; information and software
contained on computer media; compliance of software products with certain versions or
requirements for its development [4]. At the same time, the expert is provided with the
computer medium itself for research, and if necessary, the computer unit; copies of the
software product or software code, as well as all possible media specified by us above.

Taking into account the types of investigated objects of forensic examination of
computer equipment and software products and the specifics of the tasks solved by it, B.
Teplytskyi separates three subtypes of the specified examinations: computer equipment, which
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establishes the circumstances and facts related to the functioning and operation of computer
systems; software products, which establishes facts and circumstances related to
methodological, hardware and structural features of software development and use;
information and computer, establishing facts and circumstances related to information
processing of the contents of file systems, their reproduction and storage on computer media
[18, p. 31].

Electronic communications examination is an independent type of forensic examination,
which is a type of engineering and technical examination, which is assigned during the
investigation of cybercrimes. Electronic communications networks and their components, radio
equipment, radio electronic devices, radiating devices and the information transmitted,
received and processed by them are the objects of electronic communications expertise. The
main tasks of electronic communications expertise are the research of electronic
communications networks and their components, radio equipment, radio electronic means and
radiating devices, namely: determination of their characteristics and parameters; establishment
of facts and methods of transmission (reception) of information; establishment of facts and
methods of access to them; determination of technical factors of the quality of the provision of
electronic communication services at the level of their consumption; establishing their
configuration and operating status; establishment of type, brand, model and other classification
categories; research of information processing algorithms and its protection [4].

Conclusion. In conclusion, it can be noted that, based on the analysis of the opinions of
scientists and law enforcement practice, we considered the concepts and signs of special
knowledge, which should be understood as a set of theoretical knowledge and practical abilities
and skills in the field of science, technology, art or craft, acquired as a result of special
theoretical training or professional work experience used in the investigation of criminal
offenses. Two forms of using special knowledge in the investigation of cybercrimes are
considered: the involvement of a specialist in the conduct of investigative (search) actions, in
particular, the inspection of the scene of the incident and the appointment of expertise, in
particular, computer equipment and software products and electronic communications. The use
of special knowledge during the investigation of cybercrimes contributes to obtaining objective
and complete evidentiary information, expands the possibilities of the investigator in obtaining
evidence.
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ABSTRACT

The article, based on the analysis of the opinions of scientists and law enforcement practice,
considers the concepts and signs of special knowledge, which should be understood as a set of theoretical
knowledge and practical abilities and skills in the field of science, technology, art or craft, acquired as a
result of special theoretical training or professional work experience. used in the investigation of criminal
offenses. It is emphasized that the general purpose of using special knowledge is to solve the tasks of
criminal proceedings, defined in Art. 2 of the Criminal Procedure Code of Ukraine, namely the provision
of a quick, complete and impartial investigation. The use of special knowledge contributes to the
formation of an evidence base by revealing new information that cannot be obtained using only legal
knowledge.

Attention is paid to the forms of using special knowledge. It is noted that they are nothing more
than a way of implementing the theoretical provisions of science in the practice of investigating crimes.
Separate issues of the use of special knowledge in procedural and non-procedural forms in the
investigation of cybercrimes are considered. Attention is focused on the procedural forms of using special
knowledge, namely, the involvement of a specialist in the conduct of investigative (search) actions and
the appointment and conduct of an examination. Specialists participating in the investigation of a certain
category of criminal proceedings are identified, the main actions performed by them are indicated, and
attention is focused on the objects seized during the inspection of the scene. The objects and subject of
examinations: computer equipment and software products and examination of electronic communications,
which are most often assigned during the investigation of criminal offenses committed in wartime
conditions, were considered, and the objects and subject of their research were determined.

Keywords: criminal proceedings, investigation, cybercrimes, computer technologies, investigative
(search) actions, inspection of the scene of the incident, expertise, specialist, expert.
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