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LEGAL REGULATION OF COPYRIGHT
ON THE INTERNET: GENERAL STATE

Amnppiii Kyuyk, FOuis Ciranosa. IPABOBE PEI'YJIIOBAHHSI ABTOPCBKOI'O ITPABA
B IHTEPHET: 3ATAJIHUI CTAH. AKTyaibHiCTh JOCTi/DKEHHS OGYMOBIIOETHCA HEOOXimTHiCTIO
CHCTEMaTHYHOrO BUBYCHHS CTaHy 3a0e3IeueHHs aBTOPCHKHX MPaB, 30KpeMa 4depe3 MOCTiHHUN PO3BUTOK
iH}opmaniiiHoi chepu. Brazyerses, mo cyuyacHiil JIFOJUHI JUIS PO3BUTKY CBOET OCOOUCTOCTI BaXKIIMBUM €
JOCTYI IO Mepexi iHTepHeT. 3a0e3NeyeHHs JOCTYIy A0 MEpexi iHTepHeT CTajlo HEeOOXIAHICTIO mis
0araTboX acreKTiB XKUTTsI Cy4acHO JIOJUHH. [HTEepHeT € Oe3MeXHIM JKepesioM iHpopMaii.

MeTor0 JOCHiPKeHHS € BUCBITJICHHS 3araJlbHUX acHeKTiB IIPaBOBOI'0 PETYIIIOBaHHS aBTOPCHKOTIO
IpaBa B MEpeXi iHTepHET.

Haronomryerses, mo Ykpaina nocizae mepiui MicList cepesi €BpONeHChKUX AepkKaB 3a KUIbKICTIO
NOpYIIEHb aBTOPChKUX NpaB B IHTepHeTi. TexHonoriynuii nporpec, 3 0HOro OOKY, MOKPAILUB CUTYaLlil0
010 3aXMCTYy aBTOPCHKUX IPaB, OJHAK, 3 APYroro OOKy, CHPHYMHHUB HOBI IPOOJIEMH, AKi MOTPEOYIOTH
CBOT'O BUPIIICHHS.

HaBomsaTbest okpeMmi mpukiaau, mMOB’s3aHi 3 KOHQUIIKTaMM Yy cdepi BUPIMICHHS NUTaHb
MOpYIIEHHsI aBTOPChKUX IpaB. [IpoBeleHO aHa3 HaliOHAJIBHOTO 3aKOHOAABCTBA LIOJ0 3a0e3NeyeHHs
aBTOPCHKUX TMpaB (3arajbHi Ta creuiagbHi HOpMH). HarosorieHo, 110 HOPMHU iHCTUTYTY aBTOPCHKOI'O
mpaBa, o 3akpimieHi y LluBinmbHOMY Komekci VYkpaiHu, HE BHU3HA4alOTh OCOOJIMBOCTI 3aXHUCTY
ABTOPCHKOI'O IpaBa 110710 00’ €KTIB, PO3MILIEHUX B Mepexi [HTepHeT.

PestomyeTbest, 1110 TS BUPILICHHS] BUKIHKIB y cepi 3aXUCTy aBTOPCHKOIO IMpaBa B iHTEPHETI B
VkpaiHi HEOOXiZHO: MOCHJIMTH KOHTPOJb 32 JOTPUMAaHHSM 3aKOHOAABCTBA YKpaiHH y cdepi 3axucty
aBTOPCHKOT'O [IPaBa; 3alpOBaIUTH ePEKTUBHI MEXaHi3MHU 3aXHCTy aBTOPCHKOro Mpasa B Mepexi [HTepHeT;
a/IanTyBaTH 3aKOHOAABCTBO YKpaTHU IO CTPIMKHX 3MiH COLliaJIbHUX YMOB.

Knrwuosi cnosa: asmopcvke npaso, 3axucm aemopcvkoeo npasa, Iumepuem, Inmepnem-
nipamcmeo, yuginbHe 3aKkOHO0A8CMBO.

Relevance of the study. Currently, the formation of a new generation of human rights
is one of the important issues within the legal discourse. The essential nature of this generation
of rights is connected with the development of the information technologies. Access to the
Internet is crucial for the development of a modern person’s personality. Modern technologies,
in particular the Internet, actually play a key role in personality’s development. Providing
access to the Internet has become a necessity for many aspects of a modern person’s life. The

© Kuchuk A., 2023
ORCID iD: https://orcid.org/0000-0002-5918-2035
kucshuk@ukr.net

© Sihalova S., 2023
ORCID iD: https://orcid.org/0009-0000-7945-8468
law@sspu.edu.ua

102 ISSN 2078-3566



Scientific Bulletin of Dnipropetrovsk State University of Internal Affairs. 2023. Special Issue Me 1

Internet is an unlimited source of information. A person can join various courses, read the
news, explore the world and learn new ideas without leaving home, which expands
opportunities for independent learning and personal development. By virtue of the huge
volume of information on the Internet, a person can develop his critical thinking, analyze
various sources of information and form rational opinions.

The Internet provides tools for self-expression, such as blogs, videoblogs, and social
media. A person can share his thoughts, creativity, ideas and receive feedback from the
audience. This promotes self-expression and creative skills development.

In this aspect, we will point out that the Internet allows a person to receive access to
electronic resources of various libraries, museums, etc. Libraries and archives, museums, art
galleries, etc. give way to electronic versions. The electronic data repository has a significant
number of scientific and literary publications, providing simultaneous access to many users
from different parts of the world. Scientific and technical progress (in particular the
development of the Internet) affects a large number of life spheres of a modern person,
including civil and legal relations.

The situation in the described area has gained special importance with the wide access
of the population to artificial intellect, let’s mention ChatGPT, Bard as the most famous among
them. Thus, publications reporting on the appropriation of the authorship of works made by the
artificial intellect periodically appear in the mass media.

Therefore, it can be stated that the issue of intellectual property regarding works on the
Internet or created on the Internet is quite relevant today.

Recent publications review. It should be noted that the issue of protection of
intellectual property rights (and in particular copyright) on the Internet is constantly the subject
of discussion among legal scholars. However, the words of P. Kalynechenko that "problems of
protecting copyright and related rights on the Internet are characterized by their specificity.
Their consideration requires updating and improving, first of all, the provisions of international
legal treaties to which Ukraine is a party, as well as the corresponding bringing of the national
legislation acts into line with them" [1, p. 198].

L. Mamchur’s conclusion that "it is difficult to apply national legislation to its territorial
nature to the legal regulation of relations in the virtual world" should be also mentioned [2,
p. 34].

Studying the peculiarities of the implementation of copyright norms on the Internet, one
cannot ignore the creative paper of the domestic researcher O. Matskevych, in particular the
paper devoted to copyright in the digitization of works [3, p. 14-23]. "Today, there is not just a
process of converting analog works into digital ones, but a general conversion of the collective
creative component into digital form" [3, p. 14].

Certain aspects of the raised issues are covered by T. Dudenko, researching the
protection of rights to cultural values [4]. Analyzing the scientific literature by the subject of
research, it is worth mentioning the names of scientists whose papers cover certain aspects of
the issues under consideration: Yu. Boshytskyi, I. Vashchynets, O. Germanova, S. Glotov,
T. Dudenko, L. Yerofeienko, O. Zhuvaka, Yu. Kapitsa, L. Mamchur, O. Matskevych,
O. Pastukhov, O. Pidoprygora, P. Rippa, I. Rymarenko, S. Stupak, O. Sulyma, O. Ugrynovska,
and others.

Herewith, one cannot but agree with L. Yerofeienko that "there is a necessity for further
study of this themes taking into account the development of legislation and information and
communication technologies” [5, p. 41].

The article’s objective is to cover the general aspects of the legal regulation of
copyright on the Internet.

Discussion. Before covering the main results, let’s point out that discussions about the
legal regulation of copyright on the Internet are becoming more urgent. It should be noted that
Ukraine ranks first among European states in the number of copyright violations on the
Internet. Although, it should be mentioned that quite often one can notice a message that a
work has been removed from public access due to an appeal by the subject of copyright.
Technological progress, on the one hand, has improved the situation regarding copyright
protection, but on the other hand, it has caused new problems that should be solved. It is
obvious that the development of the network is a factor in the spread of piracy. We would like
to emphasize that the mentioned issue is quite relevant for the Ukrainian state, in particular due
to the significant popularity of free servers from which one can illegally download or view
copyright objects.
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Copyright is a key aspect of the legal realm of intellectual property. Historically, it arose
as a means of protecting the rights of creators of literary and artistic works. In modern times,
the scope of copyright covers the results of a significant number of types of creative activity,
let’s mention, in particular, photographs, computer programs, databases, films, and others.
Copyright is a system of subjective and exclusive rights providing the authors of literary,
artistic, scientific and other works with the opportunity to receive social benefits from the
results of their creative work.

Within the scope of our research, we cannot but mention that back in October 1998, the
Digital Millennium Copyright Act was adopted in the United States of America, which became
a reaction of legislators to the necessity to resolve the problems of copyright protection caused
by the Internet and the development of information technology in general. Without resorting to
the evaluation of this legislative act, we will point out the positive nature of the very fact of its
adoption, indicating an effort to regulate the relevant relations by protecting the rights of the
authors of the works.

Although, we cannot but point out the negative evaluations of this legislative act by
some scientists. Thus, for example, Edward H. Freeman J. D. emphasizes the contradictory
nature of the norms of this law [6, p. 4-8]. And "a significant number of copyright subjects
believe that Section 512 of the specified legislative act is insufficiently effective in the fight
against copyright infringement on the Internet" [7, p. 131].

Van Horn points out that the adoption of this legislative act has caused confusion and
considerable criticism. Herewith, the following two norms of this law have received the
greatest criticism:

— a ban on circumventing technological measures used by copyright holders to control
access to protected works;

— a ban on the production or "other trade" of a device that is designed to bypass
technological measures controlling access or protecting the rights of the copyright owner [8,
pp. 248-249].

It is appropriate to emphasize that, like German lawyers, in this study we understand the
term "copyright on the Internet" as "a collective term that covers the provisions of the law on
copyright (it is the Law "On Copyright and Related Rights" [9]), as well as current legal
practice" [10].

In Ukraine, in accordance with the norms established in Art. 54 of the Basic Law of the
Ukrainian State, the state guarantees citizens "protection of intellectual property, and their
copyrights" [11]; at the same time, "every citizen has the right to the results of his intellectual
and creative activity; no one can use or distribute them without his consent, with exceptions
established by law" [11].

These constitutional prescriptions determine the general principles of copyright
protection, regardless of the ontological forms in which objects, the subject to protection, exist
(whether it is a printed work, audiovisual on disk, etc., or whether this object is placed on the
Internet). It is obvious that these provisions are becoming more specific in national legislation.
Thus, first let’s recall the norms of civil legislation.

In the text of the Civil Code of Ukraine, the term "Internet" is used only once: Art. 641
establishes the institution of an offer and states that the posting of certain information on the
Internet (in public access) might be perceived, under certain conditions, as an offer to conclude
a contract [12]. However, the norms of the copyright institute, enshrined in the Civil Code of
Ukraine, do not determine the specifics of copyright protection for objects placed on the
Internet.

The law that directly regulates relations in the field of copyright is the Law of Ukraine
"On Copyright and Related Rights". "This Law regulates relations regarding the acquisition,
implementation and protection of personal non-property and property copyright and/or related
rights, as well as sui generis rights related to the field of copyright and/or related rights" [13].

Let’s note that the term "Internet” is used 30 times in this law. We would also like to
add that in order to substantiate the urgency for the adoption of this law, the legal subjects of
the legislative initiative indicated the following: "The development of scientific and technical
progress, the emergence of new opportunities for the reproduction and introduction of the
results of creative activity into civil circulation in the field of copyright and related rights
presupposes the introduction of appropriate changes to the current legislation, in particular for
the purpose of keeping records of original digital works" [14].

A number of articles of the analyzed law establish the procedure for stopping violations
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of copyright and related rights using the Internet (Article 56 of the law); obligations of hosting
service providers to ensure protection of copyright and related rights using the Internet (Article
57 of the law); liability of content exchange service providers for copyright and/or related
rights violations (Article 58 of the law) [13].

Let us point out that copyright on the Internet is protected in the same way as in other
areas. The author of the work has the right to demand from copyright infringers the cessation
of illegal use of the work, as well as compensation for the damage caused. It is important for
the Internet users to understand that while the Internet is largely a space in which users remain
somewhat anonymous and use the Internet not for direct profit, the Internet is not a completely
"free space" where any activity is allowed.

For example, let us point out that the most famous example of copyright infringement
on the Internet is piracy (the law uses the term "Internet piracy”, manifesting itself through the
illegal copying of files (these can be both books, video films, and computer programs,
computer games, etc.). Usually, such a violation is carried out by virtue of sites that are file
exchangers. We should point out that site administrators in many cases do not directly add
pirated files themselves. However, as Damian Savytsky points out, this did not prevent the
Court of the European Union to decide to ban such a site — The Pirate Bay — because of
copyright infringement, creating conditions for sharing pirated files [15].

In this context, it is impossible but point out the numerous reports on copyright
infringement due to the posting of videos on YouTube. Herewith, if cases of copyright
infringement are found, the person who posts the relevant content is found guilty, not YouTube
itself.

The following case is indicative in this aspect. After creating a video file with her child, the
mother posted the video on YouTube (https://mww.youtube.com/watch?v=N1KfJHFWIhQ). The
child dances and a certain song is heard. Universal Music Group issued a takedown natice citing the
use of its song. The mother appealed this removal. The court put an end to the case (8 years after the
described event), pointing out the absence of copyright infringement, relying on the doctrine of fair
use [15].

In our opinion, it is important to constantly monitor compliance with the norms of
current legislation on copyright, the state of development of social relations and the provision
of effective guarantees for the implementation of copyright. In the same aspect, it is worth
mentioning the following proposals.

M. Melnikov believes that the lawmaker should strengthen sanctions for copyright
infringement in all areas of use. The public authorities should demonstrate the rigidity of their
position on copyright infringement by their actions [16, p. 3].

According to S. Galinska, electronic libraries have the right to exist, however, it is
necessary to legally ensure the observance of copyright (property and non-property), for
example, by providing for paid registration of electronic cabinets or charging a fee for
downloading a file [17, p. 3].

Conclusions. Thus, in order to solve challenges in the field of copyright protection on
the Internet in Ukraine, it is necessary to: strengthen control over compliance with Ukrainian
legislation in the field of copyright protection; to implement effective copyright protection
mechanisms on the Internet; to adapt the legislation of Ukraine to rapid changes in social
conditions.
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ABSTRACT

The urgency of the study is determined by the necessity of a systematic study of the state of
copyright protection, in particular due to the constant development of the information sphere. The issue of
protection of intellectual property rights (and, in particular, copyright) on the Internet is constantly a
subject of discussion among legal scholars. It is indicated that access to the Internet is important for a
modern person to develop his personality. Providing access to the Internet has become a necessity for
many aspects of the life of a modern person. The Internet is an unlimited source of information. The
situation has become especially important with the wide access of the population to artificial intelligence:
ChatGPT, Bard, etc. The purpose of the study is to cover the general aspects of the legal regulation of
copyright on the Internet.

It is emphasized that Ukraine ranks first among European states in the number of copyright
violations on the Internet. Technological progress, on the one hand, has improved the situation regarding
copyright protection, but on the other hand, it has caused new challenges that should to be solved.
Historically, copyright arose as a means of protecting the rights of creators of literary and artistic works.
Nowadays, the sphere of copyright application covers the results of a significant number of types of
creative activity. Individual examples related to conflicts in the sphere of resolving issues of copyright
infringement are given. The adoption of the Digital Millennium Copyright Act in the United States of
America is mentioned as one of the first legislative acts related to the protection of copyright on the
Internet. An analysis of national legislation on copyright protection (general and special norms) was
carried out. It is emphasized that the norms of the copyright institute, enshrined in the Civil Code of
Ukraine, do not determine the specifics of copyright protection for objects placed on the Internet.

It is summarized that in order to solve challenges in the field of copyright protection on the
Internet in Ukraine, it is necessary to: strengthen control over compliance with the Ukrainian legislation
in the field of copyright protection; to implement effective copyright protection mechanisms on the
Internet; to adapt the legislation of Ukraine to rapid changes in social conditions.

Keywords: copyright, copyright protection, Internet, Internet piracy, civil law.
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Karepuna Xwmesenko, Kocmin J[apiecky. IMPABO, IIIO 3ACTOCOBYETBCA 10
30B0OB’S13AHb 3 JIEJIKTIB Y PYMYHCBKOMY TA YKPAIHCBKOMY MIXKHAPOJIHOMY
IIPUBATHOMY IIPABI. Cyuacna npaBoBa criBopartisi YKpainu ta PymyHiil 6a3yeTbcst Ha pe3ynbrarax
MapTHEPCTBA JIEPXKAB y MHHYIOMY. AKTYaJbHICTh JOCIIDKCHHS TMOSCHIOETHCS IMiJBHUIICHHAM PIBHS
3al[iKaBJICHOCTI MPABHUKIB 000X JepaB Yy JOCIIHKEHHI MIXKHAPOIAHOrO MPUBATHOrO mpaBa (CiMeiiHe,
CIajIkoBe, MPaBo TOIIO), BUKIMKAHOTO MOCWIICHHSM criBmpaii Ykpainu ta PymyHii y chepi Tpancnopty,
TOPTIBIi, CYTHOIIABCTBA, 3aXUCTy ODKEHIIIB TOLIO MiCis MOYaTKy POCIHChKO-yKpaiHChKoi BiitHu y 2014
pori. Meroto crarTi € BH3HAYEHHs 3aKOHOAABCTBA, IIO0 3aCTOCOBYETHCS M0 NETIKTHUX 3000B’s3aHb,
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