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Kpacnoopsoixkuii U.B. IIpakTudyeckue aclieKTbl OpraHu3anuu BbIABJIeHUS U 00PbObI C
Dos nu DDoS-aTtakamMu, KOTOpbIe HCIOJIB3YIOTCS JAJIS1 HAPYLIEHUs] HOPMAJIbHOI0 (PyHKUMO-
HMPOBAaHMS I'OCYJAPCTBEHHBIX KOHTEHTOB. PaccMOTpeHbl BOMPOCH MOMCKAa METOJUKH BbISIB-
nenus u 60psObI ¢ Dos, DDos-aTakamu, KOTOpBIE NCHIOIB3YIOTCS I HAPYIICHUS HOPMAJIbHOTO
(GyHKIIMOHMPOBAHUS TOCYIaPCTBEHHBIX KOHTEHTOB B ceTsx Internet, Ethernet.

Knwueswvie cnosa: konmenm, Dos, DDos, cepsucwi, medccemesvie 5Kpauvl, cepsep,
TCP/IP, mpaghux, nopm, IPMP, UDP, PING-naxem, HTTP.

Krasnobryzhyy 1.V. Practical aspects of detection and fight DoS and DDoS attacks
are used to affect normal functioning of the state contents. The article deals with the question
of finding methods of detection and fight against Dos, DDos attacks used to disruption of normal
functioning of public content networks Internet, Ethernet. This requires the activation of the state
towards the development of conceptual basis to ensure cyber security, the definition of the
algorithm of measures implementation to protect national cyber space. The author pays attention
to the need of state information resources protection by creation a governmental unit the
function of which is to hold regular information security audits of state automated systems.

Keywords: content, Dos, DDos, services, firewalls, server, TCP / IP, traffic, port, IPMP,
UDP, PING-pack, HTTP.
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OCOBJIMBOCTI BCTAHOBJIEHHS IICUXOJIOI'TYHOT' O
KOHTAKTY ITPH JOIIMTAX 3A YUHACTIO 3AXUCHHUKA

PosrnsinyTo oprasizaniiiHO-TaKTUYHI 0COOJMBOCTI BCTAHOBJIEHHS MICUXOJIOITYHOTO KOHTa-
KTy TIpH TPOBEACHHI JIONUTIB, B KX Oepe y4acTh 3aXMCHUK. 30Cepe/KEHO yBary Ha (pakTopax,
SIKi TIO3UTHBHO BIUIMBAIOTh HA BCTAHOBJICHHS IICUXOJIOTIYHOTO KOHTAKTY.

Kntrouoei cnosa: oonum, ciioua (po3uiykoga) 0is, NCUXONOIUHUL KOHMAKM. MAKMUYHULL
NPULOM, PO3CAIOYB8AHHS, 3AXUCHUK.

IlocranoBka npo6JieMu. BCTaHOBIEHHIO MCHUXOJIOTIYHOTO KOHTAKTY 3 Pi3-
HUMH KaTEropisiMu OCi0 MpU MPOBEACHHI iX JOMUTIB IPHUAUISAIO yBary 6arato Bue-
HUX. Y TOM K€ Yac 1Mo3a yBarow 3aJIMLIIMINCA 0COOIMBOCTI BCTAHOBIICHHS IICUXO-
JIOTIYHOTO KOHTAKTy 3 JIONUTYBaHUM 3a Y4YacTl 3aXMCHUKA. Y MPaKTUYHINA
JISUTBHOCTI JJaHa MpoOJieMa BUPIIEHHS Tak 1 He HaOyna. [{e oOymoBitoe HeoOXia-
HICTb MPUAUICHHS [IbOMY TUTAHHIO OKPEMO1 yBaru 3 00Ky HayKOBIIIB.

AHaJi3 nyOJikanii, B IKHUX 3al10YATKOBAHO PO3B’SI3aHHS JAaHOI NMPooJie-
M. [IpoGreMaM BCTaHOBJIEHHS MCUXOJIOTTYHOTO KOHTAKTY MPH MPOBEJICHHI J0TH-
ty npunusinu ysary: B. II. baxin, P. C. benkin, B./l. bepna3, O.M. Bacuibes,
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B. K. Becenscekuii, A.®.Bonobye, B.A. Xypasenb, B. O.KoHoBanosa,
€. . JIyk’aauukoB, M. B. CanreBcekuid, JI.J. Yoamosa, K.O. YannuHCbKU,
B. IO. llleniTpko Ta 6araTo iHIIKX.

Metor0 1aHOi CTaTTi € BUCBITJCHHS OpraHI3allifHO-TAaKTHYHUX OCOOJMBOCTEH
BCTAHOBJICHHSI TICUXOJIOTTYHOTO KOHTAKTY TPH MIPOBEJICHH1 JOMUTY 3a Y4acTl 3aXUCHUKA.

BukJiiaa ocHOBHOTo matepiajy. [3 BIEBHEHICTIO MOKHA CKa3aTH, IO >KOIHE
PO3CITiTyBaHHS HE 00XOIUTHCS O€3 MPOBEACHHS TaKOi POIECYaTbHOT i, SIK JTOTHT.

Jomnut Bu3HauaeThesi M.B. CanteBcbkuM SIK JOCYAOBA, CiIii4ya 1 CyJoBa Jisd, y
IPOIIEC] SKOi OpraH po3ciigyBaHHs abo Cya OAepXKyIoTh iHGOpMaIlito Bl AOMUTY-
BAHOTO PO OOCTaBMHMU, IO MAIOTh 3HAYCHHS JJIsl BCTAHOBJICHHS ICTHHH Y CIIpaBi
[1, c. 358]. 3aranbHOBIIOMO, 110 HAHOUIBII MOMMPEHOIO CIIITUOI0 I€F0, M0 3a-
niMae maibke 25 % Bij 3arajgbHOI KIJIBKOCTI pOOOYOTo Yacy CIIia4oro, € J0IuT [2, C.
282]. YV Toi xe 4ac 3 ychoro OIOKETY 4acy, 1[0 BUTPAYAEThCA CI1TYUM Ha IIpOBa-
JOKEHHS CITITYMX [, Ha TPOBEJCHHS JONUTIB Npuaaae monan 80 % [3, c. 3]. He-
3Ba)Kal04M Ha T€, 1110 OCTaHHIM € HAOUTBIIT TOBTOPIOBAHOIO MIPOLIECYATHHOIO JI€TO,
OJIHAK 3aJIMIIAETHCS CKJIAJHOI0, Y KOKHOMY KOHKPETHOMY BHUITIAJIKYy 1HJIMBITyallb-
HOIO, a 1HO/1 — HEMOBTOPHOIO. [IpoBeneHHs onuTy nependayae KOMYHIKAIII0 MikK
CIYUM Ta Horo ydacHukaMu. OcoOIUMBOro 3HaYEHHSA 11¢ HaO0yBa€ MpH y4acTi 3a-
XUCHUKIB Y JOMUTI Mi103PIOBAHUX.

3rigHo 3 npoBeneHuM 1.O. 3alilieBoro JOCTIKEHHSIM, 3aXUCHUKHU 1O KPUMI-
HaibHIM crnpasl y 87 % BunaikiB Opajid y4yacTh y JONHUTaX CBOIX IMIJI3aXUCHHUX.
[Tpu pomy 5 % mig03prOBAHKUX BIIMOBIISIMCS BIJI Jadl CBIAYEHb MPOTITOM yChOTO
Ipolecy Mo crpanl. 3aXHCHHUKH, K1 Opajii y4acThb, CBOKO aKTHUBHICTb MPOSBIISIN
TaKMM YMHOM: IIOCTAaHOBKA 3alIUTaHb CBOEMY MiA3aXUCHOMY — 34 %; KJIOMOTaHHs
pi3HOTO pony — 26 %; y TOMY YHCI KIOMOTAHHS MPO ToOaYeHHsT HAOAMHIII i1 Yyac
MPOBENCHHS ONUTY — 6 %; 3ayBa)K€HHS Ta JIOMOBHEHHS J0 MPOTOKOY JOIMUTY —
25 %; mpen’siBIEHHST JT0Ka31B HEBMHYBATOCTI CBOTO Mia3axucHOro — 9 %. Y 25 %
KPUMIHAJIBHUX CTpaB OyJiv 3ayBa)KEHHS y MPOTOKOJI JOMUTY 1010 HET0OPOCOBi-
CHOI ITOBEAIHKY 3aXHMCHHMKA Ha JOMHUTI CBOTO MA3aXHCHOTO [4].

Maitke 70 % cniguux moB’sS3yI0Th Y4acTh 3aXUCHUKA y KPUMIHATBHOMY TPO-
BaJHKCHHI B3araji Ta JOMUTax 30KpeMa 3 MOXKIIMBUMU MIPOSIBAMU TIPOTHUIT 3 X OOKY.

Bynp-sike CcrmisKyBaHHS MiX yd4aCHUKaMH JOCYAOBOTO PO3CiAyBaHHS TEpe-
Oayvae 371MCHEHHS BIUIMBY OJWH Ha OJTHOTO. Y CYJ0OBO-TICUXOJIOT1UHIN Ta KpUMIHA-
JICTUYHIN JiTepaTypi LIJIKOM OOTPYHTOBAHMM BBA)KAE€ThCSI TBEPIKEHHS NPO TE,
110 0e3 MCUXOJIOTTYHOTO KOHTAKTy HE MOXKHA OOIMTHCS y >KOIHINA CAIIUiN Aii, 10
MOB’si3aHA 31 CIUIKYBaHHSM [5, c. 12]. 3a3HaueHe TBEpAKEHHS € Oe3MepeyHuM, a
caMe SIKI0 MOBa HJe Mpo TaKy CKIAIHYy cligdy (po3IIyKoBY) Ait0 K gonuT. Jlo-
MTUT HE MOKE MPU3BECTH JI0 JTOCATHEHHS HOTO ITUIEH, SKIIO HE BCTAHOBJICHO TCH-
XOJIOTTYHOTO KOHTAKTy MIXK CIIITYMM Ta AONUTyBaHUM [6, C. 67].

[Tcuxo00TiYHMIA KOHTAKT — I1¢ HAaWOLIbII CIPHUSATIMBA IICUXOJIOTIYHA "aTMOC-
depa" momuty, siKa cpusi€ B3a€EMO/Iii Ta B3aEMOBIIHOCHHAM MK Y4YaCHUKaMHU, TIe-
BHUIA "HacTpiit" Ha cikyBaHHS. [7, ¢. 197]. IlcuxonoriyHuii KOHTAKT 3aBXKIA Ma€e
JIBOCTOPOHHIN XapakTep, a MOro BCTAHOBIEHHS 1 MIATPUMAaHHS 3aJeXaTh SIK BiJl
CJIAYOro, IKOMY IMOBUHHA HAJIC)KATH 1HIIATUBA, TaK 1 BiJ JONUTyBaHOTO. BeraHo-
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BJIEHHSI KOHTaKTy BUMarae BiJl CJIIIY0T0 3HaHb TMICUXOJIOT1l, BpaXyBaHHs 1HIUBIY-
AIbHO-TICUXOJIOTTYHUX OCOOJIMBOCTEM JOMMTYBAHOTO, THUIOJIOTTYHUX SIKOCTEH,
NICUXIYHOTO CTaHy Ha MOMEHT JOTUTY, )KUTTE€BUM, HE BUKIIOYEHO 3JIOYMHHUH, J10-
cBij Ta iH. Lli 7aH1 00yMOBIIOIOTE HEOOX1THICTh MONIYKY Ta 1HIUBIAYyaJIbHOTO «ITi-
JIXOJTY» CIIITYOTO JIO KOXKHOT OCOOHU.

VYcTaHOBJICHHS TICUXOJIOTIYHOTO KOHTakTy, Harosomrye B. O. Konoanosa,
nependavae BUBYCHHS JAHUX PO 0COOY MOMUTYBAHOTO: MaTepiaau KpUMIHAIBHO-
ro MPOBA/KECHHS, TTOKa3aHHS CBIJKIB Ui OOBHHYBAUYCHHX, XapaKTEPUCTUKH, OTPH-
MaHi1 B pe3yJbTaTi ONepaTUBHO-PO3IIYKOBOI AISUIBHOCTI. AHali3 JaHUX JO3BOJISIE
CKJIACTH MPUIYIIEHHS PO MCUXOJIOTIYHUM Ta COLIaIbHUI MOPTPET 0COOH, 3 SIKOIO
Mae BiAOyTHCS po3MoBa. Lle cBoro poay mepiua cTajais MiAXOAy 10 CIUIKYBaHHS.
Jlpyra ctajis Ma€ Miclie y mpoIieci I0NuTy, e CAITIUN 4u CYIs OTPUMYIOTh 0€3-
MOCEPEIHE BPAKEHHS MPO 0cO0y JOMUTYBAHOIO MiJ Yac AONUTY. B ycix Bumaakax
M1J] Yac JIOMUTY HE0OX1JJHO CTBOPIOBATH MCUXOJIOTTYHY aTMocdepy, AKa HACTPOITh
JIOTIMTYBAHOT'O HA CIUIKYBaHHS, IO repeadaydae mparHeHHs 3 00Ky odiiiHoi oco-
Ou 10 yCyHeHHsI KOHQIIKTHUX CUTYaIlli, 10 BAHUKHEHHS Y TOMUTYBAHOTO 3aIliKa-
BJICHOCTI Yy CIIJIKyBaHHi [8, c. 66].

Onwurani HaMU CITTYl BU3HAYMIIM, IO 3a TIEpeBakHOIO OLTbIIiCcTIO (98 %) 3mitic-
HIOIOTb 111, CHPSIMOBaH1 Ha BCTAHOBJICHHS TICUXOJIOTTYHOTO KOHTAKTY 3 JONMUTYBAHUMH.

BapTo 3a3HaunTH, 10 3HAYHA YacTWHA CIITYUX NepeOdyBaroTh y KaOlHETax IO
JeKinbpKa 0ci0. Lle mocuTh HeraTUBHO BIIMBA€E HA MOJKIIMBOCTI BCTAHOBJICHHS IICHXO-
JIOTIYHOTO KOHTAaKTy 13 JIOMUTYBAaHUM, II0 HEOJIMIHHO HETaTUBHO BIUIMHE 1 Ha XiJ
npouecyaibHoi aii. Ha Hamry qymMky, ski O TaKTHUYHI NPUIOMU CITIIYUI HE 3aCTOCO-
BYBaB, JIONIUTYBAHUN HE 3MOKE PO3MOBICTH YChOTO, HABITh MPH Oa’kaHHI, 38 HASIBHOC-
TI CTOPOHHIX 0c10. OcOOIMBO 11€ CTOCYEThCS BUIIAIKIB BHUCBITJICHHS JIOMUTYBAHUM
MoApoOHUIlb IHTUMHOTO JKUTTS YW IHII OOCTaBMHM TOJIii, IO MOXYTh BUKIMKATH
ocya uu oOypeHHs B 0Touyrounux. OKpIiM IBOTO, JOMUTYBAHHA MOE BIJBOJIIKATHCS
Ha 0Ci0, 3 AKUMH 1HIII CJIIYl Y I[bOMY KaO1HETI MPOBOASTH MPOleCyalbHi ii. Sk Ha-
CIIIJIOK, IONUT Oy/ie MaTu (popMalibHUM, a He IHPOPMATUBHUN XapakTep.

Cepen o6cTaBuH, 110 MO3UTUBHO BILJIMBAJIM HAa BCTAHOBJICHHS ICUXOJIOTTYHO-
ro KOHTaKTYy TIPH JIOTUTI 32 YYacTIO 3aXHUCHUKA, CIIT491 HABEJIH TaKi:

- iMimK caiguoro sik mpodecionana — 100 %;

- mpakTuuHui gocBia aisuteHOCTI — 100 %);

- noOpo3uwimBa ooctaHoBka — 89 %;

- TomnepeaHe (10 MPOBEACHHS CIAYMX (PO3IIYKOBUX Ji1i) 3HAHOMCTBO 13 3aXHC-
HUKOM Ta BU3HAUEHHS MiJICTAB MMOYATKy KPUMIHAIBHOTO MTPOBaKeHHs To1Io — 81 %0;

- BHCOKHI piBEHb IICUXOJIOTIYHOI Ta MpodeciiiHol KyIbTypH — 68 %0;

- TIOTIepEHIN MO3UTUBHUM JTOCBIJ 3@ YYaCTl BIAMOBIAHOTO 3aXUCHUKA — 63 %0;

- TIepIIe Bpa)KEHHS BiJI 30BHINIHKOTO BUTIISALY ciiigaoro — 60 %;

- JIeMOHCTpalisg 00’€KTUBHOCTI y BCTAaHOBJIEHHI yCiX 0OCTaBUH KpHUMiHaJb-
HOT'O MPOBAKEHHS — 56 %0;

- BCeOIYHUH PO3BUTOK Ta KOMYHIKATUBHI pUCH ciigdoro — 53 %;

- 3’dCyBaHHS MOJIMBOI JIIHIT TTOBEIHKA Ha JOMHTI MiJO3PIOBAHOTO Ta Tie-
PEKOHAHHA Y HEOOX1AHOCTI JaBaTH MpaBauBI cBigueHHs — 15 %;
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- BU3HAUEHHS MOMEHTY MPOBEJICHHS MPOLIECYaTbHUX MiH 13 mia3axucHuM —/ %.

HaBenieHi HaMu J1aH1 BU3HAYAIOTh, IO BIUIMBY Y I[bOMY BHUIIAJIKY IT111aI0ThCA
SK JOMHUTYBAHWUM, TaK 1 MOro 3aXMCHUK. TakuM YMHOM, HAJaro/PKeHHsS Ha JIJIOBI
CTOCYHKH B1I0YBa€ThCs HE JUIIE 13 JOMUTYBAHUM, a 1 3 HOTO 3aXUCHUKOM.

M.B. CanrteBcbkuii BKa3zye, 110 IMCUXOJOTIYHUN KOHTAKT O3HAYa€ B3aEMOPO-
3yMIHHS, JOBipy W OakaHHs TBOX oci®6 oOMiHroBatucs iHdopmariero. g dopma
JIIOJICBKUX CTOCYHKIB, CYTHICTB SIKUX 3BOJAMTHCS JI0 «TTaHYyBaHHS-ITIIKOPEHHSD» a00
CYTO JIIJIOBUX KOHTAKTIB — «B3a€MHE CJIiTyBaHHs cBOiM 000B’si3kam» [ 1, c. 115].

binbmiicte caigunx (93 %) BKazaiu, M0 BCTAHOBJICHI JUJIOBI CTOCYHKH 13 3a-
XUCHUKOM TIPH TPOBE/ICHHI JOTUTY 3HAYHOIO MipOIO MTO3UTHUBHO BILTMBAIOTH HA XiJT
MPOBEJCHHS 1HIINX MPOLIECYAIbHUX NI Ta po3ciimyBaHHs. Lle Bumarae Big ciif-
4Oro BUBKEHUX 1M, YCBIJOMJICHHS MOXJIMBUX HACIIJKIB HE TUIBKHU IS CJI1IYOT
(po31rykoBo1) 1ii, a ¥ i1 MPOBAJIKEHHSI B3arali.

ChinkyBaHHS i 4ac JONUTY, sIK jopeuHo 3a3Havae JI.JI. Y ianoBa, yckian-
HIOETHCSI TUM, IO JOMUT € CHelu(piqHOo0 (OPMOI0 CHUIKYBaHHS, y MPOLECT KOl
IpOMaJISIHH, sIKi 1epeOyBaroTh y cepi T0CyA0BOr0 pO3CiIyBaHHS Ta CYJ0BOTO PO-
3MJISITy CHpPaBU, BXOJATh y Oe3Mocepe/iHid KOHTAKT 3 MPEJACTABHUKAMU CIITIMX Ta
CY/IOBHX OpraHiB, sKi HaJlJIeHI BIaJHUMHU oBHOBaXkeHHAMH [9, ¢. 134]. Ile oOymo-
BJIIO€ HEOOX1/IHICTh CTBOPEHHS! OOCTAHOBKH B3a€MHOI TOBIPH Ta MOPO3YMIHHS.

[IcuxonoriuHnii KOHTaKT, Ha YoMy akieHTye yBary M.IL. [Topy0oB, — 1ie cuc-
TeMa B3a€EMOJIIi MiXK oco0aMHM IiJl Yac CIUIKYBaHHS, 1110 3aCHOBaHA Ha JOBIpi, 3a
SKOi BOHU CIIPUIAMAIOTh 1H(GOpPMAIII0, IKa BUXOJIUTH BiJ KOXKHOro. ToMy mcHxoJio-
TYHUA KOHTAKT MOBUHEH IMiTPUMYBATHUCS MPOTATOM ychoro gonuty [10, c. 21-23].

[Tix yac monuTy ocobu He ciij 3a0yBaTH, 110 B e MOMEHT CJIIIUuid POOUTH
TUTIOBY, 3BUYHY CIIpaBy, a JIOMUTYBAaHUIA, MOKJIMBO, 3arlaM'aTae 1ie Ha poku. Bin s
CJIITY0T0 — OMH 3 O6araTthox. CiiTuuil Il HbOTO — NPEJICTABHUK OpPTaHiB JIepKaB-
HO1 Biaau. ToMy moTpiOHO OyTH YBa)KHUM, KOPEKTHUM, CEPHO3HUM Ta CIPaBEIH-
BUM. AJDKE 110 POOOTI CIIiTY0T0 OYAyTh CKIaAaTH BpaKeHHS PO poOOTY YyCIX mpe-
craBaukiB OBC. Ile moTpiOHO nmam'atatu npu koxxHoMy gonwuti [11, ¢. 12].

BcraHoBIEHHSI KOHTaKTy Ta HaJaro/KeHHS Ha poO04y OOCTaHOBKY HE mepej-
0auae BUKIIAJCHHS TIEpE]l 3aXMCHUKOM HAsSBHUX Yy CIIITYOrO JIOKA3iB y marepiaiax
MIPOBAKCHHSI, 3arPaBaHHs Y BUKOHAHHS SKUXOCH IHIIMX JIiH, 0 MOXYTh 3aIlIKO-
JIUTH BCTAaHOBJIEHHIO YCIX OOCTaBUH BYMHEHOIO0 KPUMIHAJIBHOTO MPABOMOPYIICHHS
Ta MPUTATHEHHIO BUHHUX JI0 BIAMOBIIAILHOCTI, TUCKPEIUTALIl CI140r0 TOIIIO.

BucnoBknu. [IpoBenene HaMu JOCIIKEHHS] 00YMOBJIIOE HEOOX1AHICTh BCTa-
HOBJICHHS TICUXOJIOTIYHOTO KOHTAKTY HE TUIBKH 3 JIONMUTYBAaHUM, a i 3 HOTO 3aXHC-
HUKOM. CpopMOBaHi JIJI0BI CTOCYHKH, Y IIbOMY BUMNAJKY, 3HAYHOIO MIpOIO BIUIH-
BalOTh Ha ()OPMYBAHHS CIPUATIUBUX YMOB PO3CIITyBaHHS, 0 0OYMOBIIIOBAaTUME
MO3UTHUBHHM Horo pe3ynbrar. OCTaHHIN, 3HAYHOIO MIpOI0, BU3HAYAETHCS W HasB-
HUM Yy CJIY0TO MPAKTUYHUM JIOCBIIOM, BUCOKHUM PiBHEM TpodeciitHoi Ta mcuxo-
JIOT1YHO1 KyJIbTYpH, BCEOIYHUM PO3BUTKOM Ta KOMYHIKATUBHUMH HaBUUYKAMHU.

HanpsiMmky Hammx moOJanblIdX JOCHIHKEHb OyIyTh CIPSIMOBYBATHCS HA BH-
3HAYEHHS NPOSIBIB MPOTUIIT T0OCYA0BOMY PO3CIIITyBaHHIO Ta HUIAXIB X MOJOJaHHS.
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Pletenets’ V.M. Features installation of psychological contact interrogation with a
lawyer. The article deals with features of the establishment of psychological interrogation by
contact with a lawyer.

The positions of scientists on the importance of establishing psychological contact for
questioning. It is noted that established psychological contact is the key to success not only
questioning, but other proceedings.

Among the factors that positively influence the establishment of psychological
investigators identified: - positive image as a professional investigator; - Previous positive
experience with a particular advocate for other proceedings; friendly atmosphere; prior (to the
investigation (investigative actions) familiarity with the defense of the grounds beginning of
criminal proceedings - demonstrate objectivity to establish all the circumstances of the criminal
proceedings and others.

The author has has emphasized that the results of forensic practice proceedings in which
participated defender, mainly characterized, completeness and comprehensiveness of the
investigation.

The findings indicate that business relationships are formed, greatly influence the
formation of favorable conditions for investigations obumovlyuvatyme positive.

Keywords: questioning, investigative (detective) action, psychological contact, tactical,
investigation, counsel.
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